Cl Plus DEVICE INTERIM LICENSE AGREEMENT

THIS CI Plus DEVICE INTERIM LICENSE AGREEMENT (the “Agreement”) entitles Licensee to
access and use certain security elements, authentication certificates, specifications, software and
test materials, to develop and manufacture compliant Hosts (as defined below) and/ or Modules
(as defined below). The Agreement also includes an optional Logo (as defined below) license to
the CI Plus mark for use on Registered Devices (as defined below).

The Agreement is by and between CI Plus LLP (“CI Plus TA”) a United Kingdom limited
liability company, and the Licensee identified below.

The Agreement is effective as of the last date signed below (the “Effective Date™).

CIPLUSLLP:
The Billings, Guildford, Surrey, GU1 4YD. United Kingdom

Individual Contact:
Title:

Phone:

Fax:

E-Mail:

Signed:
Name:
Title:
Date:

LICENSEE:

Address:

City: State:
Postal Code: Country:
Individual

Title:

Phone:

Fax:

E-Mail:

Signed:
Name:
Title:
Date:

Note to Licensee: Licensee shall elect either or both ““Host”” and/or “Module” in the definition
of “Licensed Product” by their selection in accordance with product category to be licensed.
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WHEREAS, the group of companies that has established CI Plus TA has developed certain
technology and methods for data encryption, encryption key management, and encryption
system renewability which are described in the Specifications (as defined below);

WHEREAS, CI Plus TA wishes to license the use of Licensed Technology (as defined below)
and Logo to Licensee;

WHEREAS, CI Plus TA is in the process of finalising the terms of a Final License Agreement
(as defined below) and, pending such finalization, issues this Agreement on an interim basis to
facilitate the rapid development of the market for Licensed Products (as defined below);

NOW THEREFORE, in consideration of the foregoing premises and the covenants and
agreements set forth herein, and other good and valuable consideration, the i
sufficiency of which are hereby acknowledged, the parties agree as follows;

1.0  Definitions.
Capitalized terms shall have the meanings set forth in
this Agreement.

1.1  “Affiliate” means with respect to any entity, any othe
owns or controls, is owned or controlled by, or i
entity, where the term “control” means (a) co
entity’s common shares; or (b) voting control

an fifty percent (50%) of an
’s board of directors.

1.2  “All Licensed Products” means Ho d Motules, each of which is compliant with
Specifications, Compliance Rules R s Rules, belongs to a Device Type, and
has a set of Key and Device Digital @tificate.

1.3 “Changes” shall have the m en to it in Section 6.1 hereof.

1.4  “Cl Plus Content D Agreement” means the agreement between Operators /

TA granting Operators / Content Providers certain rights,

15
Host Manufacturers” version 1.6 as it may be amended from time to
ce with Section 6.3.

1.6 “ClI Plus License Module Specification” means the specification titled “CI Plus
License Specification for CICAM Manufacturers” version 1.5 as it may be amended
from time to time in accordance with Section 6.3.

1.7  “ClI Plus License Specification” means the CI Plus License Host Specification and ClI
Plus License Module Specification.

1.8  “CI Plus Specification” means the specification titled “Cl Plus Specification - Content
Security Extensions to the Common Interface” version 1.1 which is publicly available at
no charge at URL as it may be amended from time to time in accordance with Section
6.3.
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1.9  “Compliance Rules” mean the rules, including a list of approved outputs, described on
Exhibit C and Exhibit D hereto which apply to Devices and generally serve to prevent
unauthorized distribution or copying of Controlled Content.

1.10 “Content Provider” means any video programming provider of copyrighted works for
transmission to Licensed Products and the copyright owners of such work.

1.11 *“Controlled Content” means content that has been transmitted from the head end with
(a) the Encryption Mode Indicator (“EMI”) bits set to a value other than zero, zero (0,0),
(b) the EMI bits set to a value of zero, zero (0,0), but with the RCT value set to one (1);
(c) the copy control information (CCI) otherwise marked to indicate restrictions on
access, copying, redistribution, or usage rights.

1.12 “Device” means any Host or Module device hereunder.

1.13 “Device Digital Certificate” means a secure, end-entity deviceigitt ate that
chains to the Root Certificate of CI Plus TA. Oneor e Digital
Certificates are included in each Device in order to det¢ horized access to
Services and Controlled Content.

1.14 “Device Testing Results” mean the test result i P Partner after completion of
Device testing.

1.15 “Device Type” means a class of Device e Exhibit A.

1.16 “Fellow Licensee” means an entity!othe e Licensee) that (i) has executed a ClI
Plus Device Interim License Agreemi@at with CI Plus TA and (ii) is not in breach of such
ClI Plus Device Interim Lice ervgat, including its Affiliates unless expressly
excluded.

1.17 “Final License Agrg¢ neans an agreement issued and identified by CI Plus TA as
a successor form gf a to the CI Plus Device Interim License Agreement.

1.18 “Hav d rties ave the meaning ascribed to it in Section 2.6 hereof.

1.19 “H ential Information” shall have the meaning ascribed to it in Section 2
of E it H hateof.

1.20 “Host” means any CI Plus host as defined by the CI Plus Specifications.

1.21 “Host Certificate” shall have the meaning ascribed to it in the Specifications.

1.22  “Key” or “Keys” means MDQ and HDQ as described in the Specifications, other than
such keys delivered as Test Technology, that are made available only by, or at the
direction of and under license by, ClI Plus TA.

1.23 “Licensed Component” means a product, such as an integrated circuit, circuit board, or
software module, which is designed solely to be assembled into an All Licensed Product
and is compliant with some or all portion of the Specifications, but which does not
completely satisfy the Compliance Rules or Robustness Rules.
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1.24

1.25

1.26

1.27

1.28

1.29

1.30

1.31

1.32

“Licensed Product” means a Device designated by check as follows which is compliant
with Specifications, Compliance Rules and Robustness Rules, belongs to a Device Type,
and has a set of Key and Device Digital Certificate.

() Host

() Module

“Licensed Technology” means the technology and methods for data encryption,
encryption key management, and encryption system renewability which are described in
the Specifications and the Production Credentials, Keys and Device Digital Certificates.

“Licensee” means the entity that has signed this Agreement as a licensee, and its
Affiliates.

“Member” means a member of Cl Plus LLP

“Module” or “CICAM” means any ClI plus
Specification.

ed by the CI Plus

“Necessary Claims” means claims of,pitients thit are necessarily infringed by any
portion of any product, including a ifmware or a component thereof, or any
service that in each case is made or ered pursuant to and compliant with the
Agreement. As used in thi ior@he term “necessarily infringed” means that (a)
such claim reads on the Spec , Production Credentials and Test Technology and
(b) there are no comm
of the Specification
such claim.  For.

pplicable to the activities Licensee is permitted to do under this
ompliance with the Specifications, Production Credentials and Test
Techno ) that, if licensed, would require a payment by the licensor to any third
party that is not an Affiliate of such licensor; or (3) which relate to any technology which
is not itself disclosed with particularity in the Specifications, Production Credentials and
Test Technology (even though such technology, standard or product may otherwise be
mentioned or required by the Specifications, Production Credentials and Test
Technology).

“Operator” means any party that controls the distribution of audio video or data services
on a DTV distribution network that may be received by a Host or processed by a Module
and that has “signed the CI Plus Content Distributor Agreement”.

“Production Credentials” mean set of documents titled “Production Credentials”
containing constants and ciphers.
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1.33

1.34

1.35

1.36

1.37

1.38

1.39

1.40

1.41

1.42

1.43

2.0
21

“Production Technology” means CI Plus Specification, CI Plus License Specification,
Production Credentials, Key and Device Digital Certificate.

“Registered” means successful completion of Registration for a Device Type.

“Registered Device” means a Device that belongs to a Device Type that has been
Registered successfully as per Section 5.0

“Registration” means the procedures for notifying CI Plus TA that a Device Type
conforms to Specifications, Compliance Rules and Robustness Rules as described in
Exhibit J (Registration Procedure).

“Robustness Rules” means the rules described in Exhibit B which a to Devices and
serve to resist attempts to modify Devices to defeat the security of C ed Content
provided by the Specifications or the Compliance Rules.

transmitted over the cable system to (or from) the Dev
effectuating the reception or transmission of informati
communications content.

“Specifications” means CI Plus Specification

“Test Partners” are organizations appr an gnated by the CI Plus TA as
competent to perform test services o ucts Wyr the purpose of registration and
verification of compliance with allgbeci igfis, Compliance Rules and Robustness
Rules. The CI Plus TA shall requlari§houblish the most recent list of organizations
approved to perform such te es.Qhe current list of approved Test Partners can be
found at URL.

“Test Technology” @
ciphers, test key.

of files titled “Test Technology” containing constants,
e digital certificates to be used in place of Production

has executed &2 CI Plus Content Distributor Agreement and is eligible to exercise third
party be@@i§iiary rights in accordance with such agreement in respect of licensees who
have signed this Agreement or its successor agreement.

“URL” means http://www:ci-plus.com which may be changed from time to time as
announced by CI Plus TA to Licensee.

GRANT OF LICENSES

Evaluation Use. Subject to payment of all fees required pursuant to Section 8.0 and
compliance by Licensee with the material terms of this Agreement, including
compliance with the Specifications, the Compliance Rules, Robustness Rules, and its
RAND licensing obligations described in Section 7.0, CI Plus TA hereby grants to
Licensee a worldwide, non-exclusive and non-transferable right and license under the
copyrights and trade secrets embodied in Specifications and Test Technology owned or
licensable by CI Plus TA solely to: (a) receive Cl Plus License Specifications pursuant to
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2.2

2.3

2.4

Section 3.0. (b) use and reproduce Specifications and Test Technology for evaluation
purposes, including but not limited to designing and producing Devices for Registration.

Commercial Use. In addition to the right granted pursuant to Section 2.1, subject to
payment of all fees required pursuant to Section 8.0 as well as compliance by Licensee
with the material terms of this Agreement, including compliance with the Specifications,
Compliance Rules, Robustness Rules, Section 5 and its RAND licensing obligations
described in Section 7.0, Cl Plus TA grants to Licensee a non-exclusive,
non-transferable and world-wide license under the copyrights and trade secrets embodied
in Production Technology owned by, or licensable from, Cl Plus TA (i) to design, make,
transfer, lease, sell, offer to sell and otherwise dispose of Licensed Products, and (ii) use
and reproduce Production Technology for conducting activities set forth in the
aforementioned item (i). Notwithstanding the foregoing, Licensee Sgll not exercise its
right granted in the preceding sentence for any of Production Credent
Device Digital Certificates until successful Registration of the rele
pursuant to Section 5.0.

2.5and 2.2 shall
or Licensee, (a) use
ad (b) design and make

Have Made Rights. The right granted to Licensee unae
include the right to have third parties (“Have Made Pasgi
and reproduce Test Technology and Production Tech
Licensed Products or subparts thereof, provided th
Production Technology shall be used or reprog
(ii) Licensed Products are to be used, transferre e, sold, offered to be sold or
otherwise disposed of under Sections 2. 2. or for Licensee and (iii) are made
by such Have Made Parties using desigies or sp@ifications supplied by or prepared for
Licensee. Licensee shall be fullygispo r such Have Made Parties' compliance
with all terms of this Agreement as iicensee itself were performing activities set forth
in the preceding sentence. ¥e sIN! not make Test Technology or Production
Technology available to an de Party unless such Have Made Party is (i)
licensed to use the Te ; and Production Technology by CI Plus TA, or (ii)
bound in writing to & osure agreement with Licensee on terms that are no less
stringent than th hin Section 9.0 hereof. Licensee agrees and

urnder Sections 2.1 and 2.2 and

reliev obligations under this Agreement. Other than on behalf of
arties shall receive no license, sublicense, or implied license with
st Technology or Production Technology.

All Licenses. Cl Plus TA and its Members reserve all rights not expressly
granted under this Agreement. There are no implied licenses under this Agreement,
and any rights not expressly granted to Licensee hereunder are reserved by CI Plus TA
and its Members. Except for the limited license granted under this Section 2.0, no
license is granted for any commercial Device (a) that does not comply with the
Specifications, the Robustness Rules or the Compliance Rules, or (b) that has not met the
requirement of Section 5.0. Licensee also acknowledges that designing, manufacturing,
distributing, using, selling, or servicing products, or providing services, based on
Specifications and other materials received from CI Plus TA may require intellectual
property licenses from third party(ies) for technology referenced in or otherwise required
by Specifications and such materials. Licensee shall not remove any copyright notices
contained in Specifications.
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3.0
3.1

3.11

3.1.2

3.2

3.3

3.4

35

4.0

DELIVERY OF PRODUCTION TECHNOLOGY AND TEST TECHNOLOGY

ClI Plus License Specifications. Upon execution of this Agreement and CI Plus TA’s
receipt of License Fee pursuant to Section 8.1, Cl Plus TA shall cause to be distributed

to Licensee CI Plus License Specifications pursuant to the following Sections 3.1.1 and
3.1.2.

If Licensee checked “Module” in the definition of “Licensed Product”, both CI Plus
License Host Specification and CI Plus License Module Specification will be provided
to Licensee after payment of the License Fee set forth in Section 8.1.

If Licensee checked “Host” in the definition of “Licensed Product”, Cl Plus License
Host Specification will be provided to Licensee after payment of the Licensee Fee set
forth in Section 8.1.

ClI Plus Specification and Test Technology. Cl Plus TA shall ma

Specification and Test Technology available to Licensee at the €
without any payment by Licensee provided that CI Plus TA
shipping and handling fee according to Exhibit I.

Production Credentials. Following successful Regis
first time pursuant to Section 5.0, CI Plus TA sh
available to Licensee without any additional p
forth in Section 8.1.

ensee other than fees set

Keys and Device Digital Certificates. fieys anf} Device Digital Certificates are
generated under the direction of Clgiiius uely per Device. Without limiting any
other provision of this Agreeme nsee may not use the same Key or Device Digital
Certificate in more than one j al'@pit or copy of any product. Following
Registration of a Device Ty siject to execution of the Certificate Supply

gNg en-current certificate provider designated by ClI
5, a Key and Device Digital Certificate for each Device
2 shall be made available to Licensee by Cl Plus TA
2 for Key and Device Digital Certificates set out in Exhibit |
»m time to time in accordance with the term of this

pply Agreement. To receive Key and Device Digital Certificate,
Licensee must enter into a supply agreement under the standard terms and conditions
with a then-current certificate provider designated by CI Plus TA, at the point of signing
this Agreement, such certificate provider is TC Trust Center GmbH. CI Plus TA may
change such certificate provider from time to time upon notice to Licensee.

CI Plus Logo LICENSE

ClI Plus TA hereby grants to Licensee a worldwide, non-exclusive, non-sublicensable,
non-transferable, non-chargeable license to use (at Licensee’s option) the CI Plus Logo
(the “Mark’) pursuant to the CI Plus Trademark use Guidelines posted at URL as
updated from time to time in accordance with the terms of this Agreement. All goodwill
associated with the use of the Mark shall inure to and be owned by CI Plus TA.
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5.0

REGISTRATION

5.1  Generally. Licensee shall not use, transfer, lease, sell, or offer to sell or otherwise
dispose of a Licensed Product of certain Device Type until such Device Type has been
Registered. The Registration requirements and guidelines which are not set forth in this
Section 5.0 or Exhibit J (Registration Procedure) are located at URL, which is to be
revised by CI Plus TA from time to time.

There are two types of Registration, where a sample of Device is tested by Test Partners
(“Normal Registration™) and Licensee conducts its own testing (“Self-Test Registration™),
Licensee shall undertake Normal Registration pursuant to Exhibit J unless it is eligible
for Self-Test Registration as set forth in Section 5.2.

5.1.1 CIPlus TA and its designated Test Partners shall operate a Registration process which is
objective, fair and non-discriminatory.

5.1.2 Registration shall in no way be deemed to create any acknowledge
on the part of Cl Plus TA, including any acknowledgement or w3
is compliant with the requirements hereunder and Registratig
a waiver by CI Plus TA of its own rights or remedies S&

5.1.3 Licensee shall pay Registration Fee to CI Plus TA pu

5.1.4 Without limiting any other provision, the breag
acknowledge that selling or distributing a non
Breach of this Agreement.

5.2  Self-Test Registration status. If Lgfens eted successful Registration of two (2)
different Device Types within O\ ®) year period, Licensee may choose Self-Test
Registration for succeeding provided that Licensee has not been
determined by CI Plus TA t c&nmitted a Material Breach of the Specifications,
Compliance Rules or R es in that same period. The CI Plus TA may
revoke Self-Test Regi status for any Material Breach of this Agreement by
Licensee. Lice ertake Self-Test Registration pursuant to Exhibit J.

S (with respect to previously un-Registered Device Type)
re\han 2.5 years have elapsed since the last Registration of
e through Normal Registration.
6.0
6.1 :
This Section 6.0. applies to changes in the following (Collectively, “Changes”):
6.1.1 Device Type (Exhibit A);
6.1.2 Robustness Rules (Exhibit B);
6.1.3 Compliance Rules for Host Devices (Exhibit C);
6.1.4 Compliance Rules for CICAM Devices (Exhibit D);
6.1.5 URI mapping (Exhibit E);
6.1.6 Robustness Checklist (Exhibit G);
6.1.7 Registration Procedure (Exhibit J);
6.1.8 Revocation Procedure (Exhibit L); and
6.1.9 Specifications
ClI Plus Interim Device License Agreement 8
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6.2

6.2.1

6.2.2

6.2.3

6.3

6.3.1

6.3.2

6.3.3

Types of changes. The Specifications, Compliance Rules, Robustness Rules and other
requirements as set forth in Section 6.1 above may be changed in the following cases
from time to time by CI Plus TA in accordance with this Section 6.0.

Normal. Any change that meets the following three conditions (i) such change is not a
Security Critical Change, (ii) such change does not require altering the existing
requirements or adding new requirements for Licensed Product that would create
compatibility problems with Licensed Products manufactured prior to such change, and
(iii) such change is not a revision to the Specifications, Compliance Rules or Robustness
Rules that would materially increase the cost or complexity of implementations of
Licensed Products (“Normal Changes”).

Security Critical. Changes those are critical to safety or for prevent
or to protection of Controlled Content or to maintaining the effectivegmse
Specifications, Compliance Rules or Robustness Rules in order to
Controlled Content (“Security Critical Changes™).

No other Changes. CI Plus TA shall not make Change
management rules other than Normal or Security Criti

timing of changes on a reasonable commercial
the manufacturers of Licensed Products whils ing the integrity of the CI Plus
system, and will notice Licensee pursual he'§ dure set forth in Exhibit K the date
from which Licensee may apply amegdigients ("‘Bublication Date”) and by which
Licensee shall be required to com it ments (“Date of Effect”) in accordance
with the following.

iew to balancing needs of

Normal Changes. For Nor arfes in Specification, Date of Effect shall be 18
months after the Publi 3 d for Normal Changes in Compliance Rules and
Robustness Rules, Dg'= act shall be 12 months after the Publication Date. For all
other Normal Ch TA shall provide grace period reasonably sufficient for

Previously Registered Device Type. All Registrations of Device Types after Date of
Effect shall be made in accordance with the new requirements. Registration of Device
Type made prior to Change continues to be in effect unless (a) ClI Plus TA withdraws
such Registration according to the following sentence or (b) such change is a Security
Critical Change, in which case Registration is automatically revoked on the Date of
Effect for all previously Registered Devices that do not comply with the Security Critical
Change. For Registration of Device Type made in accordance with requirements prior
to Change, in the case of a Normal Change, CI Plus TA may withdraw Registration 36
months after the Publication Date of such Change Licensee may continue to manufacture,
use, sell or distribute Licensed Product which belongs to Device Type Registered in
accordance with requirements prior to Change after the Date of Effect, so long as such
Registration remains in effect.
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6.4

7.0
7.1

7.2
721

7.2.2

7.3

7.4

Change Control Process
The CI Plus TA shall notify Licensee of changes by procedure set forth in Exhibit K
(Change Procedure).

INTELLECTUAL PROPERTY
Warranty by CI Plus TA. ClI Plus TA represents that each Member has agreed to grant
to Licensee a non-exclusive, world-wide license under the Necessary Claims of
Members that are owned or licensable by such Member or its Affiliates to make, have
made, sell, offer to sell, use (including, for avoidance for doubt, lease) and import All
Licensed Products and Licensed Components (as applicable to the activities Licensee is
permitted to do under this Agreement) subject to reasonable and non-discriminatory
terms and conditions. Reasonable and non-discriminatory terms and conditions as used
in this Section shall include, but are not limited to, any per patent ro for Necessary
Claims that is established in the marketplace.

Licensee Grant

non-discriminatory terms and conditions, to grant a noigy rldwide license of
all Necessary Claims that are owned or licensable by |g ow Licensees,
whether such entity becomes a Fellow Licensee befo he effective date of the

Plus Device Interim License Agreement. Rex
conditions as used in this Section shall include
royalty for Necessary Claims that is estaifiistied

non-discriminatory terms and
ot limited to, any per patent

Defensive Suspension by Licensegd! In t a Fellow Licensee (i) fails to offer a
license of its Necessary Claims to L IKynsee (“Affected Licensee”) on the terms required
rim License Agreement (Necessary Claims

assary Claims, or (b) infringement of its copyrights or
e such copyrights or trade secrets are embodied in the

License Agreement g
trade secrets, in

laims under Section 7.2.1 with respect to such Fellow
r so long as such Fellow Licensee fails to offer such a license or

Defensi pension by CI Plus TA. In the event Licensee brings an action for (i)
infringement of Necessary Claims, copyrights, trade secrets or any other intellectual
property of Licensee with respect to any portion of the Specifications, Production
Credentials and Test Technology or (ii) infringement of patents, copyrights, trade secrets
or any other intellectual property of Licensee with respect to any aspect of making
available Keys and Device Digital Certificates against Cl Plus TA, Members or
Affiliates thereof, Cl Plus TA may suspend any or all of the licenses granted to Licensee
under Section 2.0.

No Other License. Licensee is advised and acknowledges that (a) it may require
licenses other than those provided under this Agreement to engage in any activities
permitted under this Agreement, including, but not limited to, patent licenses under
Necessary Claims, and (b) except for the licenses expressly granted to the Licensee
under Section 2.0, nothing contained herein shall be construed as a grant of any license
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8.0
8.1

8.2

8.2.1

8.2.2

8.3

9.0

or right, expressly, by implication or estoppels, to any intellectual property rights of CI
Plus TA, any Member including its Affiliates or to any technology or standard or part
thereof (including, without limitation, any cipher, output, recording, or compression/
decompression technology) even though such other intellectual property, technology or
standard may be mentioned in or required by the Specifications, the Compliance Rules
or the Robustness Rules.

FEES
Payment of fees. In consideration of the right and licenses granted hereunder,
Licensee shall pay CI Plus TA a nonrefundable sum in the amount of (a) “License Fee”
set out in Exhibit | (Fee Schedule) within thirty (30) days of the Effective Date, and
“Yearly Renewal Fee” set out in Exhibit | on each anniversary of the Effective Date.
Licensee shall not be entitled to refunds thereof for any reason. LicC¢
Plus TA “Registration Fee” set out in Exhibit | for Registration of evg
pursuant to Section 5.0.  Licensee shall pay fees for Device Digita
Keys as set out in Exhibit I in accordance with the Certificate
Licensee executes pursuant to Section 3.5. (“License Fee”, 2ty Reriewal Fee”,
“Registration Fee” and fee for Key and Device Digita ifGafes sl be hereinafter
collectively referred to as “Fees”).

Change in fees. Fees may be modified annual
make any such modification effective on Aprilé
such modification shall be made in fair, reaso
ClI Plus TA shall notify Licensee of the

current year. In case of Cl Plus TAZ
modification shall be null and voi

owing year, provided that (a)

on-discriminatory way and (b)

odification by January 15 of then
ilure t&perform such notification, such

ini

Any increase in Fees shall n mount which commensurate with any increase
in Cl Plus TA’s operational clding but not limited to the cost of inflation. CI
Plus TA shall use com t nable efforts to reduce the Fees where costs
decrease.

Without limiting otig tei’S of Section 8.2, on December 31, 2009 and every third
i thQgeof, luUS$A may, at its option, adjust any or all of the Fees for

hange in the Harmonized Indices of Consumer Prices (HICP) of
uropean Economic Indicators from January three years prior thereto to
Dece then current year. CI Plus TA may make any such adjustment
effectiv ril 15 of the following year.  Adjustments under this Section 8.2.2 and
modifications under Sections 8.2.1 shall be independent of one another, and not mutually
exclusive.

Applicable Taxes. All Fees owed by Licensee to ClI Plus TA are exclusive of, and
Licensee shall pay, all sales, use, value added, excise, and other taxes that may be levied
upon Licensee by taxing authorities in connection with this Agreement to the extent
permitted by applicable laws.

CONFIDENTIALITY
Licensee shall comply with the terms of Exhibit H (Confidentiality Agreement).
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10.0
10.1

10.2

10.3

10.4

10.5

TERM AND TERMINATION

Term. The term of this Agreement shall expire upon the earliest of (a) one (1) year after
the Effective Date, (b) six (6) months after CI Plus TA notifies Licensee that the Final
License Agreement is available, or (c) if Licensee enters into a Final License Agreement
with CI Plus TA, the effective date of such Final License Agreement, in each case unless
this Agreement is sooner terminated in accordance with this Agreement.

Termination by CI Plus TA per Device Type for Cause. Without limiting any other
right it has under this Agreement, including rights of termination under Section 10.3, ClI
Plus TA may, upon notice to Licensee, suspend the license associated with a particular
Device Type for which Licensee commits a Material Breach to Sections 2.0 or 11.0 (as
those obligations applied at the time the Device was Registered or Self-Test Registered,
or at the time Device Type was later updated or, in the case of SecurlggCritical Changes,
at the Date of Effect for such Change). In the event of such suspeng pon cure of
such breach hereunder, Licensee may continue to manufacture, use, % offer to sell
such Device Type under the terms of this Agreement. If a breach S0 d, CI Plus
TA may terminate the licenses with respect to such Device T, ? swever, Cl Plus TA
may only terminate the licenses pursuant to this Sectiorl0. d Plus TA has (a)
evaluated the harm potentially resulting from the brea G =d with Licensee
regarding the potential harm, (c) given written notice
to terminate the license with respect to such Devi d) provided Licensee
with a reasonable opportunity to cure the brea such breach is capable of being
cured) and such breach remains uncured for th 30} days following the date of such
notice, or, if such breach cannot by its n be ithin such period and the breach
does not subject Controlled Content unreasonable risk of unauthorized access,
copying, or distribution, then, a log®r ¢ d as reasonably determined by CI Plus
TA may be given. Termination o licenses granted for any specific Device Type
shall not affect the licenses or'@®y other Device Type.

ement for Cause. Cl Plus TA may, upon notice to
eament in the event that Licensee commits a material breach

fect of terminating the licenses granted hereunder for all Device Types.

not invoke the right of termination under this Section 10.3 in response
to case erial Breach which can be identified with a particular Device Type(s),
where termination of affected Device Type(s) alone, as allowed under 10.2 above, would
be a sufficient or more proportionate remedy.

Termination by Licensee. Licensee may terminate this Agreement at any time upon
written notice to CI Plus TA.

Effect of Termination. Upon the termination or expiration of this Agreement or the
suspension or termination of the licenses granted hereunder for any specific Device
Type, Licensee may no longer make, have made, use, sell, or offer to sell any Device
Types (in the case of termination or expiration of this Agreement) or the applicable
Device Type (in the case of termination or suspension under Section 10.2), use the
Production Technology therewith, nor use the Mark in connection therewith.  Within
thirty (30) days after termination or expiration of this Agreement, Licensee shall return
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to CI Plus TA, or destroy all Cl Plus License Specification, Keys and Device Digital
Certificates then in its possession or control. Notwithstanding the foregoing, if the
termination, expiration or suspension did not result from Licensee’s failure to satisfy the
requirements of the Specifications, Robustness Rules or the Compliance Rules, Licensee
may sell or distribute any remaining Licensed Products for a period of up to two (2)
years, or such longer period as CI Plus TA may approve in writing. Unless otherwise
stated herein, no termination or expiration of this Agreement, whether by CI Plus TA or
by Licensee, or termination or suspension of any license granted hereunder shall relieve
either party of any obligation or liability accrued hereunder prior to such termination, or
rescind or give rise to any right to rescind anything done by either party prior to the time
such termination becomes effective nor shall the survival of the provisions referenced in
Section 10.6 be affected by such termination.

10.6  Survival. Termination or expiration of this Agreement will not relieypeQker party from
fulfilling its obligations that by their terms or nature survive termin:
including, but not limited to Sections 1.0, 7.0, 9.0, 10.0, 11.0, 40, and 15.0
and 16.0. In addition, Exhibits B, C and D shall surviv i
Agreement with respect to products that are both Regi istibuted under this
Agreement.  For the avoidance of doubt, the warrantyg igation to grant a
license under Section 7.0 shall survive termination o of this Agreement only
in respect of (i) the version of the Specifications_ig.efft

termination or expiration; provided that the wa der Section 7.1 shall not
survive for a particular Device Type or See, e case may be, if
this Agreement is terminated in accogdagce witiiSections 10.2 or 10.3

11.0 REPRESENTATIONS, WARRANTIES,;@ND COVENANTS; DISCLAIMERS
11.1 CI Plus TA. CI Plus TA rep nts and covenants that:
(a) It has the right to enter i greement;
(b) Without investigatisg
that the use of thg
this Agreemeigt i
identified by A to Licensee;
iz&Y the person who has signed this Agreement for CI Plus TA
ver this Agreement to Licensee on behalf of CI Plus TA; and
ent constitutes a valid and binding obligation of Cl Plus TA;
according to its terms.

11.2 Licensee. Licensee represents, warrants, and covenants that:
(@) Licensee has authorized the person who has signed this Agreement for Licensee to
execute and deliver this Agreement to CI Plus TA on behalf of Licensee;
(b) This Agreement constitutes a valid and binding obligation of Licensee, enforceable
according to its terms; and
(c) Asto each of Licensed Products made under this Agreement the Licensed Product
shall:
(i) be compliant with the applicable Specifications, Compliance Rules and
Robustness Rules;
(if) at the time of manufacture, contain no integrated circuit, ROM, RAM, software
or other device or functionality that enables copying or recording of Controlled
Content, other than as permitted by the Compliance Rules;
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11.3

12.0

13.0

(iii) at the time of manufacture, be designed to maintain control of content copies
consistent with copy control instructions or the encryption mode indicator bits
transmitted with digital signals as specified in the Specifications; and

(iv) at the time of manufacture, be designed to effectively frustrate tampering and
reverse engineering directed towards defeating copy protection requirements in
accordance with the Robustness Rules.

Disclaimers. EXCEPT AS EXPRESSLY SET FORTH IN THIS SECTION 11.0, EACH PARTY
DISCLAIMS ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO, (A) ANY WARRANTY THAT THE PRODUCTION TECHNOLOGY OR ANY
SPECIFICATIONS DOES NOT INFRINGE THE INTELLECTUAL PROPERTY RIGHTS OF ANY
OTHER PERSON OR ENTITY, (C) ANY IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR (D) THAT THE RIGHTS AND E§8ENSES GRANTED
TO LICENSEE HEREUNDER COMPRISE ALL THE RIGHTS AND LICENSE
DESIRABLE TO PRACTICE, DEVELOP, MAKE OR SELL DEVICES. TH
TECHNOLOGY AND ENHANCEMENTS THERETO, AND ANY OTH VERABLES,
OR INFORMATION SUPPLIED BY OR ON BEHALF OF Cl PLUS PROVIDED ON AN
“ASIS” BASIS. Licensee acknowledges that the Speciiati ay fontain materials,
including normative and other references, not owned g - Cl Plus TA, or
made available by CI Plus TA under this Agreement. nderstands that
implementation of the Specifications may necessi 2ntation or use of such
materials, including normative references. Lj rther acknowledges that it may
be required to enter into agreements with parti Idifg intellectual property rights
related to such materials, and that such afreeme include obligations in addition
to those contained herein, including, /itiout linftation, a duty to pay royalties to such
parties, full compliance with the Sgetific nd/or a reciprocal grant of Necessary
Claims.

INDEMNIFICATION

Licensee and ClI Plus
(the “Indemnitees”) @
its breach of warrgati

fend, indemnify and hold harmless the other party
ny third party claims and suits (“Claims”) that arise from
h in Section 11.0.

ird Party Beneficiaries of this Agreement shall be entitled to
laims against Licensee as arise from a Material Breach of this
Agreement bygYicensee that results in unauthorized access, copying or distribution of
ntent hereunder. Where such parties deploy Revocation as per clause
15.6, or where the breach can be cured or damages minimized with reasonable effort
using Revocation, Third Party Beneficiary rights shall be limited to Revocation. In any
claim or action brought by a Third Party Beneficiary, reasonable attorneys’ fees shall be
awarded to the prevailing party. Such Third Party Beneficiaries may seek injunctive
relief or, actual damages (up to the limits contained in Section 14.0) only after the
occurrence of all of the following:

(a) such Third Party Beneficiary has given to ClI Plus TA written notice of the actual or
potential breach;

(b) CI Plus TA has consulted with Licensee regarding the problem;
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14.0

15.0
151

15.2

15.3
153.1

15.3.2

(c) Third Party Beneficiary has provided Licensee with a reasonable opportunity to cure
the breach and such breach remains uncured for thirty (30) days following the date
of such notice, or a longer period as reasonably determined by the Third Party
Beneficiary; and

(d) Revocation would not be a cure or remedy to reduce the harm resulting from a
breach.

LIMITATION OF LIABILITY

EXCEPT IN THE CASE OF A BREACH OF SECTIONS 2.0 (LICENSE) OR 11.2
(WARRANTY), OR CLAIMS ARISING UNDER SECTION 9.0 (CONFIDENTIAL-
ITY) OR 12.0 (INDEMNIFICATION) OF THIS AGREEMENT, IN NO EVENT
SHALL ANY PARTY (CI PLUS TA, ITS LICENSORS, LICENSE NY CI PLUS
TA MEMBER OR AFFILIATE THEREOF, OR ANY OTHER VE BE LIABLE
TO THE OTHER PARTY, OR ANY THIRD PARTY BENEFICI ANY
INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, , OR
PUNITIVE DAMAGES IN CONNECTION WITH OR RE HIS
AGREEMENT (INCLUDING LOSS OF PROFITS, Ut , OTHER
ECONOMIC ADVANTAGE), NO MATTER WHAT, LIABILITY,
EVEN IF SUCH PARTY HAS BEEN ADVISED OHR SIBILITY OR
PROBABILITY OF SUCH DAMAGES. NOT \ G ANYTHING TO

PURSUANT TO SECTION 8.0.

Denial of Service
Nothing in this Agreement s errgn Operator from denying service to any
individual Module.

Nothing in this Agreg
individual Host dali

Il prevent an Operator from denying services to any
cugh a Module that is otherwise authorized to descramble

Host nistakes).

Device e invalidated, rendering them unable to exchange data via Cl Plus
Technology with Licensed Products (generally, "Revocation” or "Revoked™).

Criteria for Revocation of devices. If one or more of the following criteria is or are

met, Cl Plus TA may invoke Revocation against devices, pursuant to the procedures in

Section 15.3.3 below, either at its own initiative, or that of any Third Party Beneficiary :

(a) A Key has been cloned such that the same key is found in more than one device;

(b) A Key has been lost, stolen, intercepted or otherwise misdirected, or made public or
disclosed in violation of this Agreement; and

(c) CIPlus TA is required to implement Revocation by law, competent court order or
competent governmental authority. For purposes of the foregoing, CI Plus TA shall
be entitled, but not required, to appeal any such order, whether contained in a final
judgment, interlocutory decree, or temporary or permanent injunction.
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15.3.3 Procedures for Revocation. The procedures set out in Exhibit L shall govern

Revocation thereof. Such procedures provide for notice and review of CI Plus TA
decisions and/or actions regarding Revocation where requested.

15.3.4 Remedies with Respect to Revocation. Except as otherwise expressly provided in this

16.0
16.1

16.2

16.3

16.4

16.5

Section 15.3.4, Licensee’s sole recourse with respect to Revocation shall be the objection
and arbitration procedures set out in Exhibit L. ClI Plus TA, the Members and Third
Party Beneficiaries shall each have no liability whatsoever with respect to any
Revocation. Without limiting the foregoing, CI Plus TA and the Members shall not have
any liability with respect to any Revocation, and no compensation shall be made to
Licensee, except that if Cl Plus TA determines that a Revocation was performed in error
by CI Plus TA, CI Plus TA, at the request of Licensee may, at Cl Plus TA's discretion,
(@) rescind the Revocation through substantially the same means as Wige used to effect
the Revocation, or (b) provide for compensation to Licensee (or Liceg
customers) for each of its affected devices in an amount equal to the
market value of each device, or (ii) the cost of reworking each dayvi

MISCELLANEOUS
Independent Contractors. The relationship establis
Agreement is that of independent contractors. Nothi
construed to constitute the parties as partners, j
otherwise as participants in a joint or common

No Trademark Rights Granted. Exgeftias exjfiessly provided in this Agreement,
nothing contained in this Agreem ha strued as conferring any right to use in
advertising, publicity, or other prom&gional activities any name, trade name, trademark
or other designation of eithe ere@ (including any contraction, abbreviation or
simulation of any of the for

ed. Except as expressly provided herein, neither party
ile any patent application, secure any patent or patent

Equitable Relief. ClI Plus TA and Licensee agree and acknowledge that due to the
unique nature of certain provisions hereof and the lasting effect of and harm from a
breach of such provisions, including making available the means for widespread
unauthorized copying of copyrighted content intended to be protected using the CI Plus
Specification, if Licensee breaches its obligations hereunder, money damages alone may
not adequately compensate an injured party, and that injury to such party may be
irreparable, and that specific performance or injunctive relief is an appropriate remedy to
prevent further or threatened breaches hereof.

ClI Plus TA shall also be entitled to seek injunctive relief to prevent further or threatened
breaches of this Agreement if Licensee has engaged in a pattern of behaviour involving
the repeated release of products or components without conformance to the provisions of
this Agreement for which Licensee received notice of the breach, whether or not
Licensee corrected such repeated breaches following such notice.
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16.6 Damages Measure and Limitation. Since it may be impossible to calculate actual
damages in the event of certain breaches, in the event of a Material Breach by Licensee
(1) of Section 9.0 of this Agreement (Confidentiality), Licensee shall be liable for
liguidated damages in the amount of one million Euros; (2) that involves the
manufacture or distribution of devices or software that fail to protect Keys and
Production Credentials as provided by the applicable Robustness Rules, Licensee shall
be liable in an amount equal to its profits on such devices or software, but in no event
less than one million Euros nor more than five million Euros; or (3) of any other
provision of this Agreement, Licensee shall be liable in an amount equal to its profits on
the affected devices or software, and in no event more than five million Euros. The
amounts payable by Licensee in accordance with this Section 16.6 shall be CI Plus TA’s
exclusive monetary remedies available for any and all such breaches g Licensee unless
it can be shown that actual damages are smaller, and such amounts shge
Licensee in lieu of any and all other monetary damages to CI Plus
breaches.

tolyossession of
n a Material

16.7 Product Audit. Cl Plus TA shall have the right, where
objective evidence showing a substantial likelihood t
Breach of the Specifications; of the Compliance Rul 2 Robustness Rules to
have examined or audited Licensee's records or gthe a)y materials related only to
those activities permitted under this Agreeme p e purpose to confirm and/or
ascertain whether Licensee’s purported Licens@lg’rodict is in compliance with the

Specifications, Compliance Rules and nesai@fies, upon thirty (30) calendar days
notice, or such earlier time as may b onabl@and required due to specific
circumstances and shall use com ial able means designed to minimize the
disruption to Licensee’s activiti itted under this Agreement while creating no
disruption to Licensee’s all ineY activities, except that for these purposes, the
mere necessity of assigning néy to assist with providing documents and

information to the audj
reasonably cooperatg

e deemed to be a disruption. Licensee shall
Plus TA to carry out any such audit. CI Plus TA shall
s Licensee's purported Licensed Product is found to be in

bligated to reimburse the CI Plus TA for the cost of such

g the immediately preceding sentence, Cl Plus TA may, in its
xempt Licensee from its obligation to reimburse the CI Plus TA for any
of audit, if Licensee's non-compliance with its purported Licensed
Product 4 e Specifications, Compliance Rules or Robustness Rules has not caused a
risk of material harm to the security of Controlled Content in CI Plus TA's judgment.
Each audit shall be conducted during Licensee's normal business hours. CI Plus TA
shall cause any third-party auditor selected hereunder to be a neutral, independent expert
who is bound by the same confidentiality obligation to which Recipient is bound by
under Exhibit H with respect to information obtained as a result of the audit, and shall be
responsible in case of such third-party auditor's breach of its confidentiality obligation.

If such third party auditor finds a Material Breach of this Agreement, CI Plus TA shall
have such auditor limit its report to CI Plus TA only the facts directly relevant to such
breach that are necessary to enforce this Agreement. In the event that such auditor
finds no relevant, Material Breach of this Agreement, CI Plus TA shall have such auditor
limit its report to CI Plus TA solely to such finding. Such reported information shall be
deemed Licensee’s Confidential Information. The Licensee has the right to receive the
same report that examiner or auditor submitted to CI Plus TA and to provide written
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16.8

16.9

16.10

16.11

16.12

16.13

16.14

16.15

16.16

comments to the examiner’s or auditor’s findings. Nothing in this Section 16.7 shall
limit C1 Plus TA’s ability to acquire purported Licensed Products from the open market
for evaluation.

Law and Jurisdiction.

THIS AGREEMENT SHALL BE CONSTRUED, AND THE LEGAL RELATIONS
BETWEEN THE PARTIES HERETO SHALL BE DETERMINED, IN
ACCORDANCE WITH THE LAW OF THE ENGLAND, WITHOUT REGARD TO
THEIR CONFLICT OF LAW RULES.

Compliance with Laws. In connection with this Agreement, each party shall comply
with all applicable regulations and laws, including export, re-export and foreign policy
controls and restrictions that may be imposed by any government. Eadg party shall
require its commercial customers with a contractual relationship thatgmeSexport Devices
to assume an equivalent obligation with regard to import and expor @

es-under this
corjent not to be
e assignment of
for the assignment in

No Assignment. Licensee shall not assign any of its rights o
Agreement without the prior written consent of Cl PIuS§
unreasonably withheld or delayed. No consent shall be
this Agreement to any wholly-owned subsidiary of L
connection with the merger or the sale of Licens . ;
that Licensee shall remain liable for its obligati er. Any attempted assignment
or grant in derogation of the foregoing shall b

Notice. Any notices required or permitt€ to befhade or given to either party pursuant to
this Agreement shall be in writing sh livered as follows with notice deemed
given as indicated: (a) by personal degvery when delivered personally; (b) by overnight
courier upon written notific ecegt; (c) by telecopy or facsimile transmission
upon acknowledgment of re f &ectronic transmission; or (d) by certified or
registered mail, return ssgiat ed, five days after deposit in the mail. All notices

o forth on the first page of this Agreement.

W iver by either party of any breach of this Agreement shall not constitute
a waliver of anyysubsequent or other breach.

Severability. If any provision or provisions of this Agreement shall be held to be
invalid, illegal or unenforceable, the validity, legality and enforceability of the remaining
provisions shall not be in any way affected or impaired thereby.

Headings. The headings of the several sections of this Agreement are for convenience
and reference only and are not intended to be a part of or to affect the meaning or
interpretation of this Agreement.

Entire Agreement. This Agreement, together with the appendices and the documents
incorporated herein by reference, embody the entire understanding of the parties with
respect to the licenses granted hereunder and supersedes all prior oral or written
agreements with respect to the subject matter hereof.
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16.17 Most Favored Status. In the event that Cl Plus TA enters into a Cl Plus Device Interim
License Agreement (the “CI Plus Device Interim Agreement”) with another
manufacturer of Licensed Products, and such other agreement has terms that are
materially different from and more favorable to such other manufacturer than the terms
in this Agreement are to Licensee, then Licensee shall have the option of amending this
Agreement to reflect such material modification, provided, however, that if such other ClI
Plus Device Interim License Agreement contains other material modifications from the
terms of this Agreement, Licensee also agrees to be bound by such other modifications.
ClI Plus TA shall post to the URL (with redaction of company-specific information) the
most recent CI Plus Device Interim License Agreement entered into by ClI Plus TA that
will be subject to most favoured status treatment under this Section 16.16.

16.18 Currency. All fees shall be paid to CI Plus TA or to its order in Eur rrency by wire
transfer or such other means as CI Plus TA may reasonably specify.

Remainder of this page intentionally left bl
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Exhibit A: Device Type

Device Type means a class of Devices that are identical to, or considered to be derivative of, a
Device which has been successfully Registered. A Device is considered to be derivative of a
Device when it uses the same hardware and software implementation in so much as it affects the
Specifications, Compliance Rules and Robustness Rules. Each Device Type will be assigned a
specific identifier by the CI Plus TA.

Remainder of this page intentionally left blank.
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Exhibit B: Robustness Rules
version 1.0

Note: The terms of this Exhibit B do not apply with respect to Prototypes or Licensed
Components.

1.0
11

12

1.3
131

1.3.2

14

Construction.
Generally. The Licensed Products as shipped shall meet the Compliance Rules and shall
be designed and manufactured in a manner to effectively frustrate attempts to modify
such Licensed Products to defeat the Compliance Rules or functions of the
Specifications. Firmware and firmware updates for the Licensed Product shall remain
under control of the Manufacturer of said Licensed Product. Under no circumstances
shall it be possible for the consumer to add arbitrary binary applicatic@g to the Licensed
Product except when said application is i) approved by the Manufac i)
application isolation with the Cl+ content protection functions is pr

Defeating Functions. Licensed Products shall not inclyde:
(a) switches, buttons, jumpers, specific traces that can ut, re equivalents of
any of the foregoing; or

(b) active JTAG ports of hardware components i pecifications, emulator
interfaces or test points to probe security functi

(c) service menus or functions (includin ote | functions);

in each case by which the content ca ighl technology, content protection
technologies, analog protection syst Reprotection, CGMS-A/EMI/APS signalling,
output restrictions, recording tonSyer other mandatory provisions of the
Specifications or the Compli ul)s can be defeated or by which Controlled Content
can be exposed to una i , copying, redistribution, or modification of user
rights. For the purpg s Exhibit B, “Reprotection” shall mean the application of
i logy, when required, to Controlled Content received from

alyze or repair products provided that such means do not provide a
ing consumers to defeat or circumvent provisions of the Compliance

Keep Secrets and Maintain Integrity.

Licensed Products shall be designed and manufactured in a manner to effectively frustrate
attempts to discover or reveal Keys, Production Credentials and intermediate
cryptographic values including those listed in the table 5.2 of the CI Plus Specification
that are stored (in volatile and/or non-volatile memory) by the Licensed Product.

Licensed Products shall be designed and manufactured in a manner to effectively
frustrate attempts to replace or change Revocation Signalling Data and Revocation Lists
(RSD, CRL, and CWL).

Documents and Robustness Certification Checklist.

ClI Plus Interim Device License Agreement B-1
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1.4.1 Before releasing any Licensed Product, Licensee must perform tests and analyses to
assure compliance with this Exhibit B. A Cl+ Robustness Certification Checklist is
attached as Section 2.0 of the Exhibit G for the purpose of assisting Licensee in
performing tests covering certain important aspects of this Exhibit B.  Inasmuch as the
Cl+ Robustness Certification Checklist does not address all elements required for the
manufacture of a compliant product, Licensee is strongly advised to review carefully the
Specifications, Cl+ License Document, the Compliance Rules and this Exhibit B so as to
evaluate thoroughly both its, testing procedures and the compliance of its Licensed
Products.

1.4.2 Licensee specifically acknowledges and agrees that it must provide copies of the
Specifications, the Compliance Rules, the Robustness Rules, and the Cl+ Robustness
Certification Checklist to its responsible supervisors of product desigiiad manufacture in
such manner and at such times as to effectively induce compliance wj materials
and completion of the Cl+ Robustness Certification Checklist.

than those
uch Controlled
elow) in
any content encryption
esent on any user
ich is designed for end user
arwise user accessible,
ot memory buses, CPU buses and

2.0  Controlled Content Paths. Content shall not be availab
specified in the Compliance Rules, and, within such Li
Content shall not be present on any user accessible busg
non-encrypted form. Similarly unencrypted keys used
and/or decryption in the Licensed Product’s data shall
accessible buses. A “user accessible bus” meal
upgrades or access such as PCI that has sockets
Smartcard, PCMCIA, Cardbus, USB, an erns
similar portions of a device’s internalarQuitectu

The Licensed Product shall not allo ys used by the Cl+ content en-/decryption
processes to be present on a a rface unless protected against unauthorized
interception to the level of p 1ofpdescribed in Section 3.0(e) of this Exhibit B.

)s Robust. Licensed Products shall use at least the
obust the functions and protections specified in this

3.0  Methods of Makinggt
following technigges
Agreement:

ons.

shall be designed and manufactured in a manner associated and otherwise
integrated with each other such that Controlled Content in any usable form flowing
between these portions of the Licensed Product shall be secure to the level of
protection described in Section 3.0(e) of this Exhibit B below from being intercepted
or copied.

(ii) Host. The portions of the Licensed Product that perform authentication and
decryption and the MPEG (or similar) decoder shall be designed and manufactured in
a manner associated and otherwise integrated with each other such that Controlled
Content in any usable form flowing between these portions of the Licensed Product
shall be secure to the level of protection described in Section 3.0(e) of this Exhibit B
below from being intercepted or copied.

(b) Software. Any portion of the Licensed Product that implements a part of the
ClI Plus Interim Device License Agreement B-2
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Specifications in software shall include all of the characteristics set forth in Sections
1.0 and 2.0 of this Exhibit B.  For the purposes of this Exhibit B, “Software” shall
mean the implementation of the functions as to which this Agreement requires a
Licensed Product to be compliant through any computer program code consisting of
instructions or data, other than such instructions or data that are included in Hardware.
Such implementations shall:

(i) Comply with Section 1.3.1 of this Exhibit B by any reasonable method that may
include but is not limited to encryption, execution of a portion of the implementation
in ring zero or supervisor mode, and/or embodiment in a secure physical
implementation; and in every case of implementation in software, using effective
techniques of obfuscation to disguise and hamper attempts to discover the approaches
used,

(ii) Be designed to perform self-checking of the integrity of its cq
that unauthorlzed modlflcatlons will be expected to result ina

For the purpose of this provision, a “modification”
disturbance or invasion of features or characteristicg
relevant to Sections 1.0 and 2.0 of this Exhibit B.
minimum the use of digitally signed code in
Exhibit B; and

(iii) Meet the level of protection outlj 3(e) below.
(c) Hardware. Any portion of the ct that implements a part of the

Specifications in hardware s ude all of the characteristics set forth in Sections
1.0 and 2.0 of this Exhibi th rposes of these Robustness Rules, “Hardware”

on of processing,
ision requires at a
Section 1.1 of this

shall mean a physical de cihding a component, that implements any of the

to which this Agreement requires that a Licensed
. at (i) does not include instructions or data other than such
, permanently embedded in such device or component; or

content protection [
Product be compéi

ugh the Licensed Product or Licensed Component.
Suchii tations shall:

(i) Comply with Section 1.3.1 of this Exhibit B by any reasonable method that may
include but is not limited to: embedding Keys, key generation methods, and
cryptographic algorithms in silicon circuitry or firmware that cannot reasonably be
read or the techniques described above for software;

(ii) Be designed such that attempts to reprogram, remove, or replace hardware
elements in a way that would compromise the security or content protection features
of Cl+ or in Licensed Products would pose a serious risk of damaging the Licensed
Product so that it would no longer be able to receive, decrypt or decode Controlled
Content; and

(iii) Meet the level of protection outlined in Section 3.0(e) of this Exhibit B below.
ClI Plus Interim Device License Agreement B-3
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For purposes of these Robustness Rules, “hardware” shall mean a physical device,
including a component, that implements any of the content protection requirements as
to which this Agreement requires that a Licensed Product be compliant and that (x)
does not include instructions or data other than such instructions or data that are
permanently embedded in such device or component; or (y) includes instructions or
data that are not permanently embedded in such device or component where such
instructions or data have been customized for such Licensed Product or Licensed
Component and such instructions or data are not accessible to the end user through the
Licensed Product or Licensed Component.

(d) Hybrid. The interfaces between hardware and software portions of a Licensed
Product shall be designed so that they provide a similar level of protection which
would be provided by a purely hardware or purely software impleit§
described above.

conformance to the Compliance Rules and preventi
been decrypted, from copying or unauthorized view
minimum, in a way that they:

(i) Cannot be reasonably foreseen to be defg
general purpose tools or equipment that are
such as screw drivers, jumpers, clips olGe rons (“Widely Available Tools™),
or using specialized electronic to specigiized software tools that are widely
available at a reasonable price, g'Ch a M readers and writers, debuggers or
de-compilers or similar software €avelopment tools (“Specialized Tools™), other than
devices or technologies arcyvare or software that are designed and made
available for the specific selyf bypassing or circumventing the protection

technologies requir, ntion Devices”); and

o

y on the basis of a non-disclosure agreement), such as logic
ssembly systems, or in-circuit emulators or other tools, equipment,
chniques not included in the definition of Widely Available Tools and
ools in subsection (i) above.

(f) Advance of Technology. Although an implementation of a Licensed Product when
designed and shipped may meet the above standards, subsequent circumstances may
arise which, had they existed at the time of design of a particular Licensed Product,
would have caused such product to fail to comply with this Exhibit B. If Licensee has
(a) actual Notice of New Circumstances, or (b) actual knowledge of New
Circumstances (the occurrence of (a) or (b) hereinafter referred to as “Notice”), then
within eighteen months after Notice Licensee shall cease distribution of such Licensed
Product and shall only distribute Licensed Products that are compliant with this
Exhibit B in view of the then-current circumstances.
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Exhibit C: Compliance Rules for Host Devices
version 1.0

Note: The terms of this Exhibit C do not apply with respect to Prototypes or Licensed
Components.

Licensed Products, must comply with the requirements set forth in this Exhibit and be
constructed so as to resist attempts at circumvention of these requirements as specified in
Exhibit B, Robustness Rules.

Licensor may approve from time to time additional outputs and/or content protection
technologies on a reasonable and non-discriminatory basis and add such provisions to this
Exhibit. The Change Control is indicated in Exhibit K of this Licensee Agregggent

Ilh ) Pixels per

ertical pixels for a
edusing video
the perceived

1.0 DEFINITIONS
1.1  “Constrained Image” means the visual equivalent of not mor n
frame (e.g. an image with resolution of 960 horizontal
16:9 aspect ratio). A Constrained Image can be outp
processing techniques such as line doubling or sharpens
quality of the image.

Its, as described in the ClI
rained Image" in the High

1.2 “Image Constraint Trigger” or “ICT” meang
Plus Specification, used to trigger the output 0%
Definition Analog Output of Licensed P ts.

1.3 “Controlled Content” means contgiit th en received over and is interpreted by
the Cl+ interface with a.) the Encr Mode Indicator (“EMI™) bits set to a value
other than zero, zero (0,0), o teli@with the Encryption Mode Indicator (“EMI”)
bits set to the value zero, z ,05and the RCT bit set to one (1).

14 s content that has been received over and is interpreted

e Encryption Mode Indicator (“EMI”) bits set to zero,
et to zero (0). For avoidance of doubt, clear content passing
ed (i.e. in CICAM pass through mode) is also

15 “Co nitor Output” means a connector for an analog or digital monitor

typicall and associated with a Computer Product and which carries uncompressed
analog and/or digital video signals. The term expressly includes those outputs known as
VGA, SVGA, XGA and various non-standardized digital monitor connections which
have been implemented by manufacturers, and expressly does not include such typical
consumer electronics connectors as NTSC, PAL, SECAM, SCART, YPrPb, S-Video and
Consumer RGB, whether or not such connectors are found on any Computer Product.

1.6 “High Definition Analog Form [or] Output” means a format or output that is not
digital, and has a resolution higher than Standard Definition Analog Form or Output. For
avoidance of doubt, a Computer Monitor Output is not a High Definition Analog Form
[or] Output.

1.7  “Standard Definition Analog Form [or] Output” means a format or output that is not
digital, is NTSC, PAL or SECAM RF, Composite, S-Video, YUV, Y,R-Y,B-Y or RGB
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1.8

1.9

1.10

1.11

1.12

1.13

and has no more than 480 interlace or progressive active scan lines in 60Hz field rate
mode and 576 interlace or progressive active scanning lines in 50Hz field rate mode. For
avoidance of doubt, a Computer Monitor Output is not a Standard Definition Analog
Form [or] Output.

“Secure Storage Product” means a product that ensures that the stored Controlled
Content is uniquely cryptographically associated with the original Licensed Product
connected to the storage device, so that it can only be accessed by the product in
compliance with rules applicable to the stored Controlled Content and is able to
withstand “storage cloning attacks”. The product shall be made in compliance with
specified robustness requirements to avoid circumvention of such restrictions that are
recognized by the Licensor.

“Secure Storage Licensed Product” means a Licensed Product thatg
Product and which fulfils the Robustness Requirements as per this ¢
Content shall be stored encrypted in a way to provide no less segtirity
system used to protect the Controlled Content over the Cl+ ig W 2,
provide access to this encrypted content shall be securefgstoig
Licensed Product in accordance with the Robustness
agreement.

e encryption
ey(s) to
Secure Storage

JS per this

“disk / storage cloning” attack is characteriz forrowing example:

o A first licensed product (Host-1) corr sto py one generation” content on a
hard drive (HD-1).

o A bit-for-bit copy (a "clone") ofgD-1 (in violation of this license and federal
copyright law) on a second ha (HD-Clone).

e Content on HD-1 is then “ o0 a»second licensed product (Host-2, having HD-2)
in accordance with Cl+ C¢ Rules for Host Devices, and the content is

ced with HD-Clone, resulting in two usable copies (one
on Host-1 wit iand a second on Host-2 with HD-2).

“Agalog ut” means mono, stereo or multi-channel analog audio output, by
wa . RG\ or cynch output jack.
“RCT” edistribution Control Trigger” means the field or bits, as described in

the CI Plus Specification, used to trigger the Encryption Plus Non-assertion (“EPN”)
state for protected digital outputs or recordings in the Certified Host Devices when the
RCT value of the URI is set to a value of one (1) in combination with the EMI bits set to
a value of zero, zero (0,0), which signals the need for redistribution control to be asserted
on Controlled Content without the need to assert numeric copy control®.

“RL” or “Retention Limit” means the fields or bits, as described in the CI Plus
Specification, used to express the internal retention limit on recorded content with EMI
bits set to the value one, one (1,1). The default internal retention is 90 minutes, which
may be overridden by the Retention Limit.

! RCT may not be set to restrict redistribution except in content that could lawfully be marked Copy One
Generation but is instead marked Copy Freely.
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1.14

1.15

1.16

1.17

1.18

2.0

2.1

2.2

“URI” or “Usage Rules Information” is the information, determined by the content
provider and/or the content distributor and received from the CICAM, that the host uses
to control copy creation, analog output copy control encoding, constrained image
triggering and to set copy control parameters on Host outputs. Refer to the CI Plus
Specification for a definition of the URI syntax.

“Move” shall mean a process by which content that is usable by only a first device is
effectively rendered unusable by that device and is rendered usable by only one other
device or removable media, only in such manner that the content is never simultaneously
usable by more than one device or removable media.

“User Input Event” means a distinct action of the user on using the tQgar interface

controls of the Licensed Product that represents the user’s input.

“MMI” means Man Machine Interface as defined in the CI PI
either high level MMI, low level MMI, Cl+ browser
applications: any defined Cl+ mechanism whereby the
via the host.

erface based
ract with the user

“Host Service Shunning” means method descri
Specification.

OUTPUTS
Refer to Exhibit E (URI mapping) RI ilflerpretation when outputting Controlled

Content under this Section 2.0.

General. Licensed Product t Controlled Content to any output, except as
permitted in this Section 2.0 r porposes of this Exhibit C, an output shall be deemed
to include, but not be Li ransmissions to any internal copying, recording, or
storage device, but lude internal non-persistent or transitory transmissions
that otherwise satf mpliance Rules and the Robustness Rules.

trained with regard to the output of Uncontrolled Content

provide e URI bits by ensuring that either:

i) Controlled Content is only sent to an output or to storage when this offers adequate
protection in the context of this agreement, e.g. depending on the state of the URI
bits, resolution or other parameters, or:

ii) by NOT sending any Controlled Content to an output or storage.

Licensees are recommended to consider how such behaviour is adequately
communicated to the end-user.

Standard Definition Analog Output. A Licensed Product shall not pass Controlled
Content to an NTSC, YUV, SECAM, PAL, or consumer RGB format analog output
(including an S-video output for the listed formats) unless the Licensed Product
generates copy control signals according to the information provided in the EMI bits and
APS bits of the URI information in accordance with the Specifications. A Licensed
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221

222

2.2.3

224

225

2.2.6

Product may, as follows, pass Controlled Content to an output if it uses the following
technologies:

For NTSC analog outputs, however transmitted, the specifications for the Automatic
Gain Control and Colorstripe copy control systems (contained in the document entitled
“Specification of the Macrovision Copy Protection Process for STB/IRD Products"
Revision 7.1.S1, October 1, 1999 or other applicable specification licensed by
Macrovision) and the CGMS-A specifications contained in IEC 61880 (for inclusion on
Line 20) or in CEA-608-B (for inclusion on Line 21), provided that, except as otherwise
expressly provided in Section 2,2.5, all of such technologies must be utilized in order to
meet this requirement.

ar the Automatic
acification of

% S1,
d (i) for

101 on Line 20) or
non Line 21) or in
S) outputs or in

s) outputs) or in IEC
tputs), provided that,

of these technologies must

For PAL, SECAM or YUV outputs, the appropriate specifications (i
Gain Control copy control system (contained in the document entitl
the Macrovision Copy Protection Process for STB/IRD Products" R
October 1, 1999 or other applicable specification licensed by Ma

CEA-805 (for inclusion on Line 19, 24 or 41) for YU
ETS EN 300294 for PAL, SECAM, and YUV (625i/
62375 (for inclusion in line 43) for YUV (625p/
except as otherwise expressly provided in Sec
be utilized in order to meet this requirement. ( V as used herein means a
component video output comprised of a a al () and two color difference
signal (U and V) and specifically inc the f@lowing component video signals
(Y,Pb,Pr), (Y,Cb,Cr), (Y, Db, Dr),g1d ( - -Y).)

For 480p progressive scan o e ‘eppropriate specification for (i) the Automatic
Gain Control copy control s (chntained in the document entitled “Specification of
the Macrovision AGC & n Waveforms for Products with 525p and/or 625p
YPDbPr Progressive % ts" Revision 1.3 June 30, 2006 or other applicable

specification lice

Gain C opy control system (contained in the document entitled "Specification of
the Macrovision AGC Copy Protection Waveforms for Products with 525p and/or 625p
YPbPr Progressive Scan Outputs” Revision 1.3 June 30, 2006 or other applicable
specification licensed by Macrovision) and (ii) CGMS-A copy control system (contained
in, or adapted without material change from, IEC 62375:2004).

For SCART connectors, the Automatic Gain Control specifications for the PAL and
SECAM signal carried by that connector, provided that the connector must be configured
so that the component signal carried by the connector must always be accompanied by a
composite signal and such composite signal must provide the only synchronization
reference for the component signal.

A Licensed Product shall not apply Analog Protection System (APS) to “Copy One
Generation” Controlled Content, but it shall pass through, without alteration, the value of
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2.2.7

2.3

231

2.3.2

24

241

25

251

252

any APS trigger bits (as described in the Specifications) in accordance with the
specifications relating to APS contained in (a) IEC 61880 (for inclusion of such value on
Line 20) or CEA-608-B (for inclusion of such value on Line 21) for NTSC outputs or (b)
ETS EN 300294 for PAL, SECAM and YUV (625i/50 systems) outputs or (c) IEC
61880 (for inclusion on Line 20) or IEC 61880-2 (for inclusion on Line 41) or
CEA-608-B (for inclusion of such value on Line 21) or in CEA-805 (for inclusion on
Line 19, 24 or 41) for YUV (60Hz systems)or (d) in IEC 62375 (for inclusion in line 43)
for YUV (525/60 systems) outputs.

The Licensor may amend certain obligations set out in this Section 2.2, or specify
alternative means to comply, if Licensor finds that the required technologies are not
available on fair, reasonable and nondiscriminatory terms.

High Definition Analog Outputs. Licensed Products with any Hig
Outputs shall only output Controlled Content as permitted by this S

BCdition Analog

%.

sorution of
cortiection capable of
#ed Image.

Licensed Product shall constrain, when required by the ICT
Controlled Content that is High Definition to be outpu
transmitting content in High Definition Analog Form,

All Licensed Products shall generate and propaga
information provided in the EMI bits of the UH
specification for all High Definition Analog O

signals according to the
in accordance with the

Analog Audio outputs. Licensed Pr with¥iny analog audio outputs shall only
output the audio portion of Control&d C permitted by this Section 2.4

Analog Audio Output. The ?> d pigsluct may pass the audio portion of Controlled
Content to mono, stereo andawiichinel Analog Audio Output.

DVIl/ ensed Product may output Controlled Content to a
DV}ADMI i |g|tal form where such output is protected by HDCP, licensed by

Licens ct must pass all validly received HDCP SRM, if any, from CICAM to
HDCP function.

Capitalized terms used in this Section, but not otherwise defined in this Exhibit C or the
Agreement, shall have the meaning set forth in the HDCP Specification or the HDCP
License Agreement.

The Licensed products shall not deliberately interfere with SRM that may have been
received directly from RF broadcast and make reasonable efforts to avoid such
interference.

S/PDIF with SCMS. Licensed Product may pass the audio portion of Controlled
Content to an output, in digital compressed or uncompressed form over S/PDIF,
including TOS-link or coax interfaces, where the output has SCMS active and on.
Licensed product shall provide a category code in conjunction to the L-bit and may
choose a category code from the list defined in IEC60985-3, section 5.3.2.2.4, table 7
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253

254

2.6

2.6.1

2.6.2

Other digital audio output. Licensed Product may pass the audio portion of Controlled
Content over any digital audio output, without any content protection in a compressed or
uncompressed format with the constraint of encoding at 48kHz, 16 bits or less.

DTCP-IP. A Licensed Product may pass Controlled Content, received through the
Service, in digital form where such output is protected by DTCP-IP.

e When so outputting or passing such content to a DTCP-IP output, the Licensed
Product is required to:

i) map EMI settings from Cl+ URI to the DTCP Encryption Mode Indicator; and

ii) map URI settings APS, ICT and RCT settings as defined in thQg1 Plus
Specification into DTCP Analog Protection System (APS) sigy®
Image Constraint Token (ICT), and DTCP Encryption Plus
signalling in accordance with section 5.7 of the CI Plus

o Licensed Product must pass all validly received DT P , ifslny, from CICAM
to DTCP-IP function.

o Capitalized terms used in this Section, but no ined in this Exhibit B or
the Agreement, shall have the meaning set e DTCP specification or the
DTCP Adopter Agreement.

e The Licensed products shall not dgéibately [Sterfere with SRM that may have been
received directly from RF broac@fist an reasonable efforts to avoid such
interference.

Content and Signalling No erfirence. This Section shall not prohibit a Licensed
ot intended for removal or interference of content
and signalling (e.g. # caling, cropping, picture-in-picture, compression,

recompression, i al’s, overlap of windows in a graphical user interface, audio

sual signals or data, such as between analog and digital formats
L and NTSC or RGB and YUV formats, or trick play as well as other
features as maf'be added to the foregoing list from time to time.

For this purpose Licensee should take into consideration specifications from DVB and
other accredited standards organizations in the domain of Digital TV and consider any
relevant information on the CI Plus Website addressing such non-interference
requirements.

Watermark Non-Interference. The Licensed products shall not remove or deliberately
interfere with watermarking technologies and shall make reasonable efforts to avoid such
interference. Licensee shall take reasonable measures against marketing of its Licensed
products by Licensee or cooperating with third party marketing of Licensed products as
being fit for removing watermarks.

Content Usage Non-Interference. The Licensed products shall not remove or
deliberately interfere with data carried in the stream intended for the protection of
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2.6.3

3.0
3.1

3.2

3.3

3.4

34.1

35

content, services and/or parental access and shall make reasonable efforts to avoid such
interference. Licensee shall take reasonable measures against marketing of its Licensed
Products by Licensee or thirds as being fit for removing such data intended for the
protection of content, services and/or parental access.

MMI Non-Interference. The Licensed products shall not remove or deliberately
interfere with data or the video representation of the module MMI output to the user.
The Licensed product shall not remove or deliberately interfere with user input and data
representing User Input Events back to the module. Specifically the Licensed products
shall not store pin-codes or other user input data used for authentication or identification
purposes for subsequent forwarding as user generated input to the module MMI session.

COPYING, RECORDING, AND STORAGE OF CONTROLLEE
General. Licensed Products, including, without limitation, Licensedgeegiicts with
inherent or integrated copying, recording or storage capability shall
store Controlled Content, except as permitted in this Section. r gontrolled
Content on removable storage media is not allowed except f
Section 3.6 of this Exhibit C.

Mere Buffer for Display. Licensed Products may stc
for the sole purpose of enabling the immediate disala
as veen displayed, and (b) the

ing, or storage of such data for
m of 10 seconds of video data.

data is not stored in a way that supports copyi
other purposes, (c) the buffering is limit a

Copy No More. Licensed Productgfnal y, record or store Controlled Content
that is designated in the EMI bits as ¥@ving been copied but not to be copied further
(“copy no more”), except as d ection 3.2 or 3.5.2 of this Exhibit C.

Copy Never. Licensedgimgg iafiuding, without limitation, such a device with
integrated recording@ such as a so-called “personal video recorder,” shall not
copy Controlled : designated in the EMI bits as never to be copied (“copy
never”) except as

g for the purpose of pausing, as to which Copy Never or Copy No More
contr asserted for the duration up to the Retention Limit from initial

transmi sl d obliterate or render unusable the stored content after stated period of
time (e.g. frame-by-frame, minute-by-minute, megabyte by megabyte, etc.).

Content that has been stored/paused, shall be stored in a manner which is encrypted in a
manner that provides no less security than 128-bit Advanced Encryption Standard
(“AES”) and the stored content is securely bound to the Licensed Product doing the
recording so that it is not removable in a usable form there from and is not itself subject
to further temporary or other recording within the Licensed Product before it is rendered
unusable; provided the device is made in compliance with specified robustness
requirements to avoid circumvention of such restrictions.

Copy One Generation. Licensed Products, including, without limitation, such a device
with integrated recording capability such as a so-called “personal video recorder,” shall
not copy Controlled Content that is designated in the EMI bits as “copy one generation”
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351

3.5.2

3.5.3

3.6

3.6.1

3.6.2

3.6.3

3.6.4

or “copy no more”, except as permitted in Section 3.2 of this Exhibit C or by the
following:

Secure Storage Licensed Products can make a single copy of “Copy One Generation”
Controlled Content.  After storage the content shall be designated as “Copy No More”.
Permissible output options for “Copy No More” content are defined in section 2.0 of this
Exhibit C.

A Licensed Product may move stored Controlled Content or output Controlled Content
marked as “Copy No More” to a single output, for the purpose of Move, with content
state designated as “Copy One Generation”. Such Moved copy shall be protected by
recording methods as permitted under this Section 3.5, or shall be output protected by
methods as permitted under Section 2.5 of this Exhibit C. The Lice
ensure that after a successful Move is confirmed the original Licenseg
is rendered non-useable and the moved Controlled Content shall be
More”. Multiple moves consistent with these requirements a

Controlled Content that is designated in the EMI bits a
copied to a removable storage, using any of the techng
Exhibit C. After copy is made, copy control status s
More”.

neration” may be
n 3.6 of this

Removable Storage
Refer to Exhibit E for URI interpretati en ing Controlled Content under this
Section 3.6.

AACS. Controlled content ma stqyed on a Blu-ray Disc, provided the copy is
encrypted using AACS for ist@ecordable in accordance with the Advanced
Access Content System (AA s [Fensed by AACS LA LLC.

ay be stored on a DVD that is protected by Content
edia (CPRM) as licensed by 4C Entity. The copy

Pr i m (VCPS) as licensed by Koninklijke Philips Electronics N.V.

A Secu age Licensed Product may use a user accessible digital interface to store
Controlled Content on a Secure Storage Product, if: (a) the Controlled Content is
encrypted across the interface, and in storage, with an encryption algorithm that provides
no less security than 128-bit Advanced Encryption Standard (“AES™); (b) the Controlled
Content is uniquely cryptographically associated with the original Secure Storage
Licensed Product connected to the Secure Storage Product, such that Controlled Content
is unusable to any other product or device; (c) the interface and Secure Storage Product,
or the system architecture, provides protection from a "disk cloning attack”; (d) no key
information is stored on the Secure Storage Product unless encrypted with security no
less than AES (128 bit); and (e) the Move, storage and copying of Controlled Content
otherwise meets the criteria set forth in the Robustness Rules and the Compliance Rules
for Host Devices.
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3.7

4.0
4.1

4.2

No Waiver. Licensee acknowledges that the provisions of this Section 3.0 are not a
waiver or license of any copyright interest or an admission of the existence or
non-existence of a copyright interest.

Sunrise requirements

Host Service Shunning Sunrise. The effective date for Licensed Products to detect and
honour the Host Service Shunning with support for matching brand identifiers shall be
Jan 1, 2010. Before this sunrise the Host Service Shunning shall be implemented with
support for services and without support for matching brand identifiers.

Buffer Size Sunrise. The effective date for Licensed Products to support a minimum
buffer size of 1024 bytes is Dec 31, 2010. Before the sunrise the Licensed Product shall
support a minimum of 256 bytes. The allowed maximum buffer size Wg Licensed
Products shall adhere to EN50221 and may be up to 65535 bytes at S.

Remainder of this page intentionally left bl
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Exhibit D: Compliance Rules for CICAM Devices
version 1.0

Note: The terms of this Exhibit D do not apply with respect to Prototypes or Licensed
Components.

Licensed CICAM Products shall comply with the requirements set forth in this Exhibit and be
constructed so as to resist attempts at circumvention of these requirements as specified in
Exhibit B, Robustness Rules.

1.0 DEFINITIONS

1.1  “Controlled Content” means content that has been received over and
the Cl+ interface with a.) the Encryption Mode Indicator (“EMI™) bi
other than zero, zero (0,0), or b.) content with the Encryption Mode
bits set to the value  zero, zero (0,0) and the RCT bit setto o ) 0 Exhibit C
for a description of EMI and RCT bits).

interpreted by

1.2 “Uncontrolled Content” means content that has bee
by the CI+ interface with the Encryption Mode Indic3

and is interpreted
") bits set to zero, zero

rough mode) is also
ion of EMI and RCT bits)

1.3 “Host Service Shunning” means m described in Section 10 of the CI Plus
Specification.

2.0  Outputs

2.1  The Compliance Rules do n inesjules for outputs from CI devices, it is intended that
such rules shall be set dor and service operator.

2.2 The Licensed Pro@ict ply with the rules of Section 4.0 (Service operator

requirements), of thIS§Ex D.

3.0 Strgam Pr.

31 Co nalling Non-Interference. This section shall not prohibit a Licensed
product from #iCorporating features not intended for removal or interference of content
and sig e.g. zooming, scaling, cropping, picture-in-picture, compression,
recompression, image overlays, overlap of windows in a graphical user interface, audio
mixing and equalization, video mixing and keying, down sampling, up-sampling, and line
doubling, or conversion between widely-used formats for the transport, processing and
display of audiovisual signals or data, such as between analog and digital formats and
between PAL and NTSC or RGB and YUV formats, or trick play as well as other features
as may be added to the foregoing list from time to time.

For this purpose Licensee should take into consideration specifications from DVB and
other accredited standards organizations in the domain of Digital TV and consider any
relevant information on the CI Plus Website addressing such non-interference
requirements.
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3.11

3.1.2

Watermark Non-Interference. The Licensed products shall not remove or deliberately
interfere with watermarking technologies and shall make reasonable efforts to avoid such
interference. Licensee shall take reasonable measures against marketing of its Licensed
products by Licensee or cooperating with third party marketing of Licensed products as
being fit for removing watermarks.

Content Usage Non-Interference. The Licensed products shall not remove or
deliberately interfere with data carried in the stream intended for the protection of content,
services and/or parental access and/or Host Service Shunning and shall make reasonable
efforts to avoid such interference. Licensee shall take reasonable measures against
marketing of its Licensed products by Licensee or thirds as being fit for removing such
data intended for the protection of content, services and/or parental access.

3.2 No Waiver. Licensee acknowledges that the provisions of this Sectigg&§§ are not a
waiver or license of any copyright interest or an admission of the e %
non-existence of a copyright interest.

4.0  Service operator requirements

4.1  General. Licensed Products shall comply with any se equirements related
to protection of content, business cases or regulation icable and pass
successfully all validation or certification tests a a service operator to
operate on its network and have all the licenses Sarization and/or certifications to
operate the technologies in the CICAM.

4.2 Regulations. Licensed Products shall,c@nply vitth all national regulations applicable to
the local jurisdiction where the dewite sh ed, for example local policies related to
youth protection such as Parental coigol and PIN-Code management.

5.0 CI+ Specific Requirement '

5.1  Revocation. The Licep
Section 5.5inthe C

5.2 Undoing Revocat
servic ion)

Mo

53 No I Plus Revocation. The module shall not implement a mechanism that
allows cgig®of service (revocation) of a Host based on any elements of the
Specifications using information that is not authorized for such purpose by the CI Plus
TA: for example revocation lists as defined in the Specifications.

5.4  RCT bitsignalling. The Licensed module shall only set the RCT bit based on explicit
signalling by the network operator.  This implies the module shall not have a default
value or be hardwired to set the RCT bit.

6.0  Sunrise requirements

6.1  Buffer Size sunrise. The effective date for Licensed Products to support a minimum
buffer size of 1024 bytes is Dec 31, 2010. Before the sunrise the Licensed Product
shall support a minimum of 256 bytes. The allowed maximum buffer size for Licensed
Products shall adhere to EN50221 and may be up to 65535 bytes at all times.
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Exhibit E: URI Mapping Table

Notes

o UhwWwN

Use case #26 is the initial default URI

Use case #27 is the final default URI when not recei
If the Host receives this value it reverts to the initial de

version 1.0
Output of content by Devices downstream of Cl+ Host
Input to Cl+ Host Analogue Composite & Component Output Digital Storage
CGMS-A
URI standards ” DTCP SPDIF AACS CPRM VCPS
CA Internal | \1acrovision HDCP on »
Use | controlled [ RCT Retention | gncoding on il 480 CGMS | Image | DVior scms®
case 12 o EMI APS ICT limit lines Video signal APS -A constraint | HDMI EPN | E-CCI [ ICT | APS |cpoiwbit] EPN CCl ICT APS Tl DoT | EPN | CGMS | APSTB| EPN | CGMS | APSTB
1 0 X X x| x x X Content not CA controlled and no CI+ URI shall be transmitted by the CICAM
2 1 0 0 0|0 O 0 none none 0O 0|J]0 O no Yes 1 0 0 1 0 0|1 O 1 0 0 1 0 0 O 1 0 0 0O 0]J]O O 0 0O 0|0 O
F 3 1 0 0O 0|0 O 1 none none 0O 0|0 O 520k Yes 1 0 0 0 0O O0J1 O 1 0 0 0 0O 0 O 1 0 0 0O 0]J]O O 0 0O 0|0 O
rcl 4 1 0 0O 0|0 1 0 none none 0O 0|0 O no Yes 1 0 0 1 0O 1|1 O 1 0 0 1 0O 0 1 1 0 0 0O 0|0 1 0 0O 0|0 1
“eo 5 1 0 0O 0|0 1 1 none none 0O 0|0 O 520k Yes 1 0 0 0 0O 1]1 O 1 0 0 0 0o 0 1 1 0 0 0 0]0 1 0 0O 0|0 1
S epl 6 1 0O]0 Ol1 O O none none 0O 0|J]0 O no Yes 1]1]0 0| 1|1 0J1 O} 1 0O o 1 |0 1 O0of 1 0 0|0 Of12 0)J O |JO Of1 O
Iy 7 1 0 0O 0|1 O 1 none none 0O 0|0 O 520k Yes 1 0 0 0 1 0J1 O 1 0 0 0 0O 1 0 1 0 0 0O o0]1 o 0 0O 0|1 O
y 8 1 0 0O o1 1 0 none none 0O 0|0 O no Yes 1 0 0 1 1 1|11 O 1 0 0 1 0o 1 1 1 0 0 0O 0|1 1 0 0O o1 1
9 1 0 0O 0|1 1 1 none none 0 0]J]O0O O 520k Yes 1 0 0 0 1 111 O 1 0 0 0 0 1 1 1 0 0 0O 0]1 1 0 0O 0|1 1
N 10 1 0 0O 1|10 O 0 none none 0 o0 1 no Yes 1 0 1 1 0O 0j0 1
® 11 1 0 0O 110 O 1 none none 0 0|0 1 520k Yes 1 0 1 0 0O 0jO0 1
. C 12 1 0 0O 1|10 1 0 none AGC 0O 1|0 1 no Yes 1 0 1 1 0O 1J]0 1
Mol 1 oo 1|1 of of nene | acsczes [2 ofo 1| o [ e | 1|0 1| 1|2 ofo 1 copy prohibited copy probited | copy proniiee
; y 15 1 0 0O 1|1 O 1 none AGS+2CS 1 0|0 1 520k Yes 1 0 1 0 1 0]J]0 1
- 16 1 0 0o 1|1 1 0 none AGC+ 4 CS 1 110 1 no Yes 1 0 1 1 1 110 1
17 1 0 0O 1|1 1 1 none AGC+ 4 CS 1 1]0 1 520k Yes 1 0 1 0 1 1]0 1
8| 1 0OJ]1 0[O0 O O none no Yes i1]1 o0/ 1)]0 OJO O} 2 }|J]O 2y 121 ]0 O Of 12| O]} O]]1 2/0 OfJ O (1 2|10 O
19 1 0 1 0]0 O 1 none 520k Yes 1 1 0 0 0O 0JO0 O 1 0o 1 0 0O 0 O 1 0 0 1 110 O 0 1 1]0 O
oC | 2| 1 0OJ|l1 0[O0 1| O none no Yes i1]1 o0, 12121}0 20 Oy 2 O 2y 1 )]0 O 1| 12| O} O |1 210 2} 01 1|0 1
n o 21 1 0 1 0]0 1 1 none Note *6 520k Yes 1 1 0 0 0O 10 O 1 0 1 0 0O 0 1 1 0 0 1 1|0 1 0 1 110 1
cp 2| 1 0|1 O0[1 O O none no Yes i11]1 0/ 111 0JO O} 2 ]J]O0 2y 1]0 2 O0f 2| O]} O]1 211 OfJ O(1 2|1 O
ey 23 1 0 1 0|1 O 1 none 520k Yes 1 1 0 0 1 0]J]0 O 1 0o 1 0 0O 1 0 1 0 0 1 1|1 o0 0 1 1)1 0
24| 1 0OJ]l1 O0l1 1| O none no Yes i1/{12 oy 1}2 240 0 2 O 2} 2|0 1 1] 1| O} O ]J]1 212 2p 0|1 1)1 1
25 1 0 1 0|1 1 1 none 520k Yes 1 1 0 0 1 1]1]0 O 1 0 1 0 0 1 1 1 0 0 1 1|11 1 0 1 1)1 1
N 27 1 0 1 1]0 O 1 none 0O 0|1 1 520k Yes 1 1 1 0 0O 0jO0 1
e C 28 1 0 1 1]0 1 0 AGC 0O 1|1 1 no Yes 1 1 1 1 0O 1J]0 1
v |2 i 0 (1 10 1/ 1 fnotex10 Hee S (I 2 VS 1 (1t 1fo0jo 110 1 copy prohibited copy prohibited copy prohibited
e p 30 1 0 1 1|1 O 0 AGS+2CS 1 0|1 1 no Yes 1 1 1 1 1 0]0 1
r y 31 1 0 1 1)1 0 1 AGS+2CS 1 0|1 1 520k Yes 1 1 1 0 1 0]0 1
32 1 0 1 1)1 1 0 AGC+ 4 CS 1 111 1 no Yes 1 1 1 1 1 110 1
33 1 0 1 1)1 1 1 AGC+ 4 CS 1 111 1 520k Yes 1 1 1 0 1 1]0 1
34 1 1 0O 0|0 O 0 none none 0O 0|0 O no Yes 0 0 0 1 0O 0J1 O 0 0 1 0 1 1 110 O 1 0O 0|0 O
F 35 1 1 0O 0|0 O 1 none none 0O 0|J]0 O 520k Yes 0 0 0 0 0O 0jJ1 O 0 0 1 0 1 1 110 O 1 0O 0|0 O
r C 36 1 1 0O 0|0 1 0 none AGC 0O of0 O no Yes 0 0 0 1 0O 111 O 0o 1 1 0 1 1 110 1 1 0O 0|0 1
e o 37 1 1 0O 0|0 1 1 none AGC 0O 0|J]0O0 O 520k Yes 0 0 0 0 0O 1]1 O 0 1 1 0 1 1 1|0 1 1 0O o|O0 1
ep 38 1 1 0O 0|1 O 0 none AGS+2CS 0O 0|0 O no Yes 0 0 0 1 1 0|1 @ 1 0 1 0 1 1 1|1 O 1 0O 0|1 O
Iy 39 1 1 0O 0|1 O 1 none AGS+2CS 0O 0|0 O 520k Yes 0 0 0 0 1 1 1 0 1 0 1 1 1|1 o0 1 0O 0|1 O
y 40 1 1 0O o1 1 0 none AGC+ 4 CS 0O 0|]0 O no Yes 0 0 0 1 1 1 1 1 0 1 1 111 1 1 0O 0|1 1
41 1 1 0 0|1 1 1 none AGC+ 4 CS 0 0]O0 O 520k Yes 0 0 0 0 1 1 1 1 0 1 1 1|11 1 1 0O 0|1 1
42 1 1 0O 110 O 0
43 1 1 0O 110 O 1
44 1 1 0O 1|0 1 0
45 1 1 0O 1|0 1 1
46 1 1 0O 1|1 O 0
47 1 1 0O 1|1 O 1
48 1 1 0O 1|1 1 0
49 1 1 0O 1|1 1 1
50 1 1 1 0]0 O 0
51 1 1 1 0]0 O 1
52 1 1 1 0|0 1 0
:i i 1 1 g 2 (1) (1) URI is illegal and shall not be transmitted "
55 1 1 1 0|1 O 1
56 1 1 1 0|1 1 0
57 1 1 1 0|1 1 1
58 1 1 1 1|10 O 0
59 1 1 1 1]0 O 1
60 1 1 1 1|0 1 0
61 1 1 1 1|10 1 1
62 1 1 1 111 O 0
63 1 1 1 1)1 0 1
64 1 1 1 111 1 0
65 1 1 1 1)1 1 1

Copy No More is an illegal URI for the content provider to send. Copy No More is the use case where the CICAM makes a copy of Copy Once content and changes the URI to Copy No More.
A Constrained Image can be output or displayed using video processing techniques such as line doubling or sharpening to improve the perceived quality of the image.
These Use Cases are Copy Once and allows the Host to either copy the content once using DTCP, AACS, CPRM, and VCPS or output the content on the Analogue interface and control the Copy Once status using the CGMS-A signalling.

If the Host has not made one copy of the content then the content can be output on the analogue interface

URI Analogue output
EMI APS Macrovision APS | CGMS
1{0]0 0 none 0joj1}]o
11]0]0 1 none ofi1f1]o
1]0]1 0 none 1]0]1]0
1]10] 1 1 none 1]11]1]0

IF the Host has made a copy on the

content then no more

copies are all

owed

URI Analogue output
EMI APS Macrovision APS | CGMS
1{0]o0 0 none 0]J]0]J0]1
1]0]0 1 AGC 0l]1]0]1
11011 0 AGS+2CS 1]0j0f1
1{0]1 1 AGC+ 4 CS 1]1]1]0]1

The Host device which implements CGMS-A must comply with the resolutions specified in Exhibit C.
The SCMS signalling is defined in Exhibit C
When URI is set to Copy Freely, there is no encryption asserted for DTCP, AACS and CPRM.
The Internal Retention limit for Copy Never Content is controlled by rl_copy_control_info field in the URI, which may override the default of 90 minutes, See the Cl+ specification, section 5.7 for more detail.
Without an signal from the operator the module may not automatically enable the RCT
"“CA controlled" means that there are CA descriptors in the CA_PMT and the selected service is processed by an authenticated Cl+ module

ClI Plus Interim Device License Agreement
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URI and shall revert to the final default URI when no subsequent URI is received within the timeout. Refer to Cl+ Specification, section 5.7
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Exhibit G: Robustness Rules Checklist
version 1.0

Disclaimer

The Robustness Checklist is intended as an aid to the correct implementation of the Robustness
Rules for hardware and software implementations of the Specifications in a Licensed Product.
It does not supersede or supplant the Specifications, Compliance Rules, or Robustness Rules.
The Company is advised that there are elements of the Specifications, the Robustness Rules and
the Compliance Rules that are not reflected here but that must be complied with.

Failure to comply with the Specifications, Compliance Rules and Robustness Rules could result
in a breach of the Agreement and legal action taken by the CI Plus TA or ot arties under the
agreement.

Remainder of this page intentionally left bl
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1.0  Introduction

In section 2.0 a check-list for Cl+ robustness is presented. The “Cl+ Robustness Certification
Checklist” is basically a questionnaire that is tool for the Host and Module manufacturers to
validate the implemented robustness against required robustness. Where questions can not be
answered positively, non-compliance can be expected, which requires the manufacturer to take
action. A completed Cl+ Robustness Certification Checklist can be viewed as a
self-declaration of compliancy.

A completed Cl+ Robustness Certification Check-list shall be part of the request for the
Registration of a new Device Type for a specific brand.

2.0 CIl+ Robustness Certification Checklist

Date:

Manufacturer / Brand:

Product Name:

Hardware Model or Software Version:

Company Name:

Company Address:

Phone Number:

Fax Number:

Print Name(s):

Signature(s):

2.1  General design and implementation questions
Question 1.1:  Have you read the Compliance Rules and the Robustness Rules?

Yes / No (if yes, which version and date)

ClI Plus Interim Device License Agreement G-2
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Question 1.2:  Has the Licensed Product been designed and manufactured so there are no
switches, buttons, jumpers, or software equivalents of the foregoing, or
specific traces that can be cut, by which the content protection technologies,
analog protection systems, output restrictions, recording limitations, or other
mandatory provisions of the Specifications or Compliance Rules can be
defeated or by which Controlled Content can be exposed to unauthorized

copying?
Yes/No

an urelso there are no
nctions, switches,
ow of Controlled

Question 1.3:  Has the Licensed Product been designed anG
service menus and no functions (such as reg
check boxes, or other means) that can inte
Content or expose it to unauthorized

Yes/No
Question 1.4:  Hast i oduct been designed and manufactured so there are no
service no functions (such as remote-control functions, switches,
h r owier means) that can turn off any analog protection systems,
ictions, recording limitations, or other mandatory provisions of the
pevifications or Compliance Rules?
Yes/ No

Question 1.5: Does the Licensed Product have service menus, service functions, or service
utilities that can alter or expose the flow of Controlled Content within the
device?

Yes/ No
ClI Plus Interim Device License Agreement G-3
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If answered “Yes’, please describe these service menus, service functions, or service utilities and
the steps that are being taken to ensure that these service tools will not be used to expose or
misdirect Controlled Content.

, S e fullctions, or service
tput restrictions,
of the Specifications, the

Question 1.6:  Does the Licensed Product have service me
utilities that can turn off any analog protecti
recording limitations, or other mandatory
Compliance Rules, or the Robustnes

Yes / No
If answered “Yes’, please describe these sercéimenusiservice functions, or service utilities and

the steps that are being taken to ensure thagthes if’e tools will not be used to defeat the
Compliance Rules and the Robustness Rule

Question 1.7:  Does the Licensed Product have any User Accessible Buses (as defined in
Section 2.0 of the Robustness Rules)?

Yes/ No

CI Plus Interim Device License Agreement G-4
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If answered ‘Yes’, are Controlled Content carried on this bus?
Yes / No
If answered “Yes’, then identify and describe the bus, and whether the Controlled Content is

compressed or uncompressed. If such Data is present, then explain in detail how and by what
means the data is being protected as required by Section 2.0 of the Robustness Rules.

Question 1.8:  Does the Licensed Product have Use e uses that support Direct
Memory Access?

Yes/No

If answered “Yes”, then explain why Contgdiled , Keys and Production Credentials can

not be disclosed, revealed, replaced, or moai§ed using Direct Memory Access.

Remainder of this page intentionally left blank.
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Question 1.9:  If the Licensed Product delivers Controlled Content from one part of the
product to another, whether among software modules, integrated circuits or
otherwise or a combination thereof, explain how the portions of the product
that perform authentication and decryption and the MPEG (or similar)
decoder have been designed, associated and integrated with each other so that
Controlled Content is secure from interception and copying as required in
Section 3.0(a) of the Robustness Rules.

umber Generator (see
Its behaviour by performing the
ation.

Question 1.10:  To assure correct operation of the Pseygla
Annex A of the CI Plus Specificatig W
tests specified in the NIST SP 800-23 @’

Pass / Fail

ibe t eti¥d by which the Licensed Product self-checks the integrity
e are or hardware components in such manner that modifications
ause failure of authorization or decryption as described in Section
(ii) of the Robustness Rules. Describe what happens when integrity is

Question 1.
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Question 1.12:  Describe the method by which the Licensed Product checks the authenticity
and integrity of firmware updates in such manner that unauthorized firmware
updates will be rejected.

Question 1.13: If applicable, describe the method by which,the Lj gd Rroduct protects
stored Controlled Content for the purpose 0 RO

Question 1.14:

Remainder of this page intentionally left blank.
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2.2 Design and implementation questions

Question 2.1:  In the Licensed Product, describe the method by which the confidentiality of
the Key(s) is protected when stored in firmware and / or hardware.

Question 2.2:  In the Licensed Product, describe the metho thiyauthenticity of the
Production Credentials is protected when s i re and / or
hardware.

Question 2.3y In T, LicefPed PRduct, describe the method by which the intermediate

t ic values (e.g., values created during the process of authentication

etyieen host and module, or devices within a Licensed Product) are created
angfield in a protected manner.

ClI Plus Interim Device License Agreement G-8
Issued: 16th December, 2008
Exhibit G — Robustness Checklist version 1.0




Question 2.4:  In the Licensed CICAM Product, describe the method by which the
Certificate Revocation Lists (CRL and CWL) are protected from replacement

and change.

Question 2.5:  In the Licensed Product, describe the method bei prevent
commonly available debugging or decompiligg to nclJJTAG and I°C)
from being used to single-step, decompile, g operation of the
Cl+ functions implemented in software an pjare.

2.3  Anti- ringyguest
Question §iL 0 gxsure that integrity self-checking is being performed, perform a test to
reagoure that the executable will fail to work once a binary editor is used to
dify a random byte of the executable image containing Cl+ functions, and
describe the method and results of the test.
Pass / Fail
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Question 3.2:  Inthe Licensed Product, does the removal or replacement of hardware
elements or modules that implement Cl+ functions render the Licensed
Product unable to receive, decrypt, or decode Controlled Content? For
example, a DIP package FLASH memory chip can be easily be removed and
replaced by another FLASH memory. The replaced FLASH memory may
contain software-code that circumvents the Compliance Rules and Robustness

Rules.

Yes/ No

If answered ‘No’, describe the means used to prevent such attempts

Question 3.3:
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Exhibit H: Confidentiality Agreement

1.0

2.0

Confidential Information. “Confidential Information” shall mean (i) Highly
Confidential Information (as defined below), (ii) any other technology, software
development tools, methodologies, processes, algorithms, test data sets and test data
cases and related documentation that CI Plus TA provides to Licensee hereunder in order
to facilitate Licensee’s exercise of its rights and performance of its obligations
hereunder, and (iii) any other information of ClI Plus TA and information of Licensee,
each of which is clearly marked as “Confidential” or a similar expression when disclosed
in written or electronic form, or indicated as “Confidential” when disclosed orally and
confirmed in writing within thirty (30) calendar days after such disclosure. “Confidential
Information” shall not include information which: (a) was in the possession of, or was
known by, Licensee prior to its receipt from the disclosing party (“Diggloser), without an
obligation owed to Discloser, or its licensors, to maintain its confidegs&®sy; (b) is or
becomes generally known to the public without violation of this Agf:
receiving party (“Recipient”) or any other Licensee' (c) is obtaj ient from a

confidential or (d) is independently developed by Rec utiise of any
Confidential Information.
Recipient agrees that it shall use reasonable care to k¢ anfidential Information

strictly confidential and not disclose it to any ot
and their respective employees, contractors, cq W ents, customers and
representatives (other than Members) who ha é to know” for the purposes of
this Agreement and are obligated by Li to gund by the same confidentiality
obligation which Recipient is bound der ths Exhibit H, provided however that
Recipient may disclose Highly Cogitden rmation only in accordance with Section
2 of this Exhibit H.  Recipient responsible for any breach of such
confidentiality obligation by rtie®y including former employees, Affiliates,
contractors, consultants, age ers (other than Members) and representatives.
Recipient shall protec i
normally uses in th
information, but i ‘
NotiNithstanding arsghingga this Exhibit H to the contrary, Confidential Information
ipIEdt pursuant to the order or requirements of a court or

ided that (x) Discloser has been notified of such a disclosure request
imm r Recipient knows such order or requirements in order to afford

Disclos nable opportunity to obtain a protective order or otherwise prevent or
limit the scope of such disclosure to the extent permitted by law and (y) Recipient
cooperates in good faith with such efforts by Discloser.

The obligations under this Exhibit H shall terminate three years after the last commercial
use of the Licensed Technology by Licensee or any other licensee of the Licensed
Technology; provided that Sections 2.0(b), 2.0(c), and 3.0 in this Exhibit H shall cease to
apply when Licensee has returned all tangible embodiments of Licensed Know-How in
its possession to Cl Plus TA.

Highly Confidential Information. “Highly Confidential Information” shall mean Keys,
Production Credentials and any other material delivered to Licensee by CI Plus TA
which is so designated.

Licensee shall implement and maintain security measures for Highly Confidential
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3.0

Information that are in accordance with commercial practices for similar information.
Such measures to include, at a minimum, the following:

(a) Licensee shall transmit the Highly Confidential Information only to its employees,
subcontractors and Have Made parties who need to know Highly Confidential
Information, who are informed of the confidential nature of Highly Confidential
Information, and, who have agreed in writing to abide by the terms and conditions at
least as protective as this Exhibit H. Licensee shall identify (by title) individuals with
access to Highly Confidential Information to CI Plus TA upon request;

(b) Licensee shall maintain a secure location at each of its premises where Highly
Confidential Information is needed, which must be identified to CI Plus TA upon
request, in which any and all Highly Confidential Information sha§be stored. Such
secure locations shall be accessible only by authorized employee )
required to sign in and out each time such employees visit such
When Highly Confidential Information is not in use, such i

(c) Licensee shall maintain a security log of periodic
Highly Confidential Information from one secure
and breaches of security at all secure locatio i
with CI Plus TA and its employees and ag
Confidential Information, including by pro
or Highly Confidential Information g

, shipments of
0 another (if applicable),

din the security of Highly
orting to CI Plus TA any thefts
icensee’s possession; and

(d) Licensee shall notify CI Plus T@&uImmigi upon discovery of any unauthorized
use or disclosure of Highly Con tial Information, and will cooperate with CI Plus
TA to seek to regain pos f U@ Highly Confidential Information disclosed and
to prevent its further una zejyuse or disclosure.

or the third party auditors identified hereunder) shall have

Security Audit. CI g

nce per year (unless Cl Plus TA has a good faith belief that the Highly
rmation has been, or will be, compromised in any manner) at

reasonal es as agreed between Licensee and CI Plus TA. Such audit shall be subject
to the confidentiality provisions of Section 1.0 or otherwise reasonably designated by
Licensee. CI Plus TA and Licensee hereby consent to use an third-party auditor
mutually agreed by Licensee and CI Plus TA. CI Plus TA shall cause such third-party
auditor to be bound by the same confidentiality obligation which Recipient is bound by
under this Exhibit H and shall be responsible for such third-party auditor’s breach of
such confidentiality obligation. In the event that such third-party auditor finds Material
Breach of this Agreement by Licensee, Cl Plus TA shall have such auditor limit its
report to Cl Plus TA only the facts directly relevant to such breach that are necessary to
enforce this Agreement.  In the event that such third-party auditor finds no Material
Breach of this Agreement with respect to Licensee’s handling and safeguarding of the
Highly Confidential Information, CI Plus TA shall have such auditor limit its report to
Cl Plus TA solely to such finding.  Such reported information shall be deemed
Licensee’s Highly Confidential Information.
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Exhibit I: Fee Schedule

1.0

2.0

3.0

4.0

5.0
5.1
5.2

License Fee.
For Host: €15,000
For Module: €15,000

Yearly Renewal Fee.
For Host: €15,000
For Module: €15,000

Registration Fees.
Fees for Registration of Device Type: €5,000

Keys and Device Digital Certificates.
Fees for Keys and Device Digital Certificates: Detailed Below

Item

Cost for batch of 10,000 sets of Key and Device
Digital Certificate

0

censee

Cost for shipping/handling of sets of Key and Devic
Digital Certificate if requested via DVD

Shipping and handling fees
Sipping and handling fee for Test Tech
Cl Plus Specification: Available at

All fees exclude Taxes

Remainder s pghige intentionally left blank.
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Exhibit J: Registration Procedure.

1.0

2.0

3.0

4.0

Normal Registration.

(1) Licensee may submit a Device and a completed checklist for such Device attached
as Exhibit G of this Agreement (”Robustness Checklist™) to a Test Partner as a new
Device Type for testing.

(2) CI Plus TA shall have such Test Partner examine Robustness Checklist and such
submitted Device in accordance with document titled Cl+ Test Specification, and
upon successful examination, Test Partner issues Device Testing Results to Licensee
within 10 business days after Licensee’s submission of such Device and Robustness
Checklist thereof.

(3) After such successful examination, Licensee applies for Registration of Device Type
of such Device to Cl Plus TA, attaching Device Testing Results a@g Robustness
Checklist.

(4) CI Plus TA shall notify Licensee of the results of confirmation
10 business days, which may have status (i) Registered, or (i
TA shall Register only if such Device satisfies each crit .0 of this
Exhibit J. In case of failure to respond within 105sin yshifter such
application, such Device Type shall be deemed to o=@

(5) In case of receipt of notification of (4)(ii) above,
for Registration after Licensee takes necess g/'emedy failures to satisfy
such criteria.

Self-Test Registration.

(1) After Licensee has confirmed that aiDevicelhf new Device Type satisfies all of
Specifications, Compliance R an tness Rules, Licensee shall submit to Cl
Plus TA self-test report and Rob&tness Checklist.

(2) CI Plus TA shall notify e 01 ghe results of confirmation by CI Plus TA within
10 business days, which » status (i) Registered, or (ii) not accepted. ClI
Plus TA shall Regjg g#iCh Device satisfies each criteria in Section 3.0 of
this Exhibit J. | ailure to respond within 10 business days, it may be
deemed that as been Registered.

teria. (1) The submitted Device Testing Results or self test result is
thentic, (2) the submitted Robustness Checklist is proved to be authentic,
(3) Licensee has paid Annual Fee, and (4) Licensee has paid Registration Fee.

Registration Fee Payment. In case of application for Registration under Section 1.0 and
2.0 of this Exhibit J an appropriate fee as defined in Exhibit | must be submitted with the
registration documents.

Remainder of this page intentionally left blank.
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Exhibit K: Change Procedure.

1.0  CI Plus Change Control Notices shall be published on the CI Plus TA website and will
be notified by email to a nominated employee/s (maximum 3) of Licensee who shall be
registered at the Cl Plus TA for such purpose.

2.0  Each CI Plus Change Control Notice shall have following information:
(a) Unique Identifier;
(b) Date of notice;
(c) Description of the change and documentation affected; and
(d) The Publication Date and the Effective Date.

Remainder of this page intentionally left blank.
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Exhibit L: Revocation Procedure

The procedures set forth in this Exhibit shall apply to Revocation as set forth in Section 15.3 of
the Agreement.

1.0

2.0
2.1

2.2

2.3

3.0

Notice of Revocation. In the event that Revocation is requested, Cl Plus TA shall
provide any licensee to whom CI Plus TA or its designee had issued a Host Certificate
for which Revocation has been requested with notice of such requested Revocation.

Ascent to Revocation/Dispute Resolution.

If Licensee notifies CI Plus TA in writing that CI Plus TA consents to such Revocation
of any Host Certificate issued to it hereunder, or if CI Plus TA is required to Revoke
pursuant to Section 15.3.2 (c) of the Agreement, CI Plus TA may ta eps to Revoke
the applicable Host Certificate.

No more than fifteen (15) calendar days (or shorter notice peri us TA may,
in its sole discretion determine, where it deems circumstanc ) r the date of
notice from CI Plus TA, Licensee shall notify CI Plus ensee desires to
contest the grounds for such Revocation. If Licensee s TA that it does
not wish to contest the requested Revocation, or if Li¢: ils to respond timely to the
notice from CI Plus TA, the Revocation shall be dae

out any facts which disprove or contradi
("Revocation Objection™). Within te
Objection, CI Plus TA shall providgfoti
Revocation Objection itself to the e

stated grounds for Revocatlon

ss days after receipt of the Revocation
Revocation Objection and the

that requested the Revocation. Within thirty (30)
A'EHthe notice of the Revocation Objection, the
entity or entities that reques ation (the “Revocation Initiators™) may initiate an
arbitration in accordang 2 agovisions of Section 4.0 of this Exhibit L to
determine whether tlg

affid [ivavit”) of any of the facts relating to any particular Host
iated Key issued to Licensee hereunder that would warrant

ch certificate and satisfy one or more of the criteria in Section 15.3.2 of
“Revocation Criteria”). The Licensee Affidavit shall be sufficiently
Plus TA can determine solely on the basis of such affidavit whether the
facts averred on their face would satisfy one or more of the Revocation Criteria.

Indemnification. If Licensee has sought Revocation, it shall indemnify and hold
harmless and, at Cl Plus TA's option, defend CI Plus TA, the Members, any Operator or
Content Provider that has executed CI Plus Content Distributor Agreement and carries
the information for invalidating Host Certificate applicable to such Revocation and each
of their officers, directors, equivalent corporate officials, employees, representatives and
agents ("Indemnified Parties™) from and against any and all (i) claims, actions, suits,
proceedings or litigation and any losses, deficiencies, damages, liabilities, costs and
expenses associated therewith, including but not limited to reasonable attorneys' fees and
expenses, arising out of the Revocation or rescission of Revocation of any Host
Certificate for which Licensee had sought Revocation and (ii) other costs or expenses
incurred by CI Plus TA and/or such Operator or Content Provider in connection with
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4.0
4.1

4.2

4.3

4.4

4.5

4.6

4.7

such Revocation or rescission of Revocation, including but not limited to any costs and
expenses associated with the generation and distribution of information necessary to
effect such Revocation or rescission and any amounts paid by CI Plus TA to Licensee (or
to Licensee's affected customers) or any other party on account of such Revocation. CI
Plus TA may require a bond or security reasonably anticipated for such costs.

Arbitration Procedures.
The parties to the arbitration shall be the Revocation Initiators, the affected Licensee or
Fellow Licensees, if any, that objected to the Revocation in accordance with their
respective CI Plus Device Interim License Agreement and/or any affected person or
entity that such Fellow Licensee(s) may designate (such Fellow Licensee(s) and
designees, collectively, the “Affected Licensees”) and/or at its election, CI Plus TA
(collectively, the “Arbitrating Parties”). The Revocation Initiators shagbear the burden
of proof in demonstrating, by a preponderance of the evidence, that more of the
Revocation Criteria have been satisfied.

There shall be a sole arbitrator, who shall be selected by the

theinitiation of
S cannot agree on a
ation Initiators, on the one
each, promptly
dmber of Commerce and those
the International Chamber of
and chairperson of such

sole arbitrator within such fourteen (14)-day period,
hand, and the other Arbitrating Parties, on the oths
thereafter, select one arbitrator from the Inte
two arbitrators shall jointly select a third arbit
Commerce, who shall serve as the presi
arbitration.

The arbitration shall be conduc
Arbitral rules of the Internati
arbitration shall be English.

ed i ndon, United Kingdom, in accordance with the
; r of Commerce. The language of the

The arbitrator(s) ma the arbitration in such manner as he, she or they shall
deem appropriateqi

make iy an expeditious manner. The arbitrator(s) shall set a
complete the arbitration within one (1) month.

determi@gigl’casonably necessary, taking into account the needs of the Arbitrating
Parties and the desirability of making discovery as expeditious and cost-effective as
possible, recognizing the need to discover relevant information and that only one party
may have such information.

The Arbitrating Parties and the arbitrator(s) shall treat the arbitration proceedings, any
related discovery, documents and other evidence submitted to, and the decision of, the
arbitrator(s) as Confidential Information. In addition, and as necessary, the arbitrator(s)
may issue orders to protect the confidentiality of proprietary information, trade secrets
and other sensitive information disclosed in discovery or otherwise during the
arbitration.

Any decision by the arbitrator(s) shall be final and binding on the Arbitrating Parties,
except that whether the arbitrator(s) exceeded his, her or their authority, as specifically
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described in this Agreement, shall be fully reviewable by a court of competent
jurisdiction.  Judgment upon any award shall be entered in a court of competent
jurisdiction.

The arbitrator(s) shall be compensated at his, her or their hourly rates, determined at the
time of appointment, for all time spent in connection with the arbitration, and shall be
reimbursed for reasonable travel and other expenses. The arbitrator(s) shall determine all
costs of the arbitration, including the arbitrator(s)’ fees and expenses, the costs of expert
advice and other assistance engaged by the arbitrator(s), the cost of a transcript and the
costs of meeting and hearing facilities.

The arbitrator(s) is (are) empowered solely to determine (a) whether one or more of the

Revocation Criteria have been satisfied and (b) if so, only in the circtigstance set forth in
clause (x) of this Section 4.9, whether Revocation is warranted. A
determination by the arbitrator(s) shall be final and binding on the p
arbitration and on CI Plus TA if it is not a party to the arbitratigggext

solely to support the

position that one or more of the Revocation Criteria cen satisfied. In the event

that the Arbitrator(s) determine(s) that the Revocation

(b) of the Agreement have been satisfied,

(x) if Cl Plus TA is a party to the arbitration a Jecs to Revocation, it shall have the
burden of demonstrating, by a prepo nc evidence, that Revocation is not
warranted, and if Cl Plus TA failgtoimeet sttth burden, Revocation shall be deemed
warranted and

(y) if CI Plus TA is not a party to the@bitration, Revocation shall be deemed to be
warranted.

In the event that the arbitrat etéimine(s) that the Revocation Criteria set forth in

Section 15.3.2 (a) of t ave been satisfied, Revocation shall be deemed

warranted.

ensees, if any, that participate in the arbitration, on the
er, the arbitrator(s) may otherwise apportion such costs and fees

The prevailing party in such arbitration shall provide to ClI Plus TA a copy of the
arbitrator(s) decision. If, pursuant to this Section 4.0, Revocation is warranted, Cl Plus
TA may, after it receives such decision, take steps to cause such Revocation.

Remainder of this page intentionally left blank.
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